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Linux

1. ConfluenceE Z=5tCt,

2. cve-2021-26084-update sh Y-S C2Z E Y0} linux A2 0| S35t (Of|A]) /home/atlassian)
3. cve-2021-26084-update.sh TS T I5tCt

<I NSTALL_DI RECTORY>

/home/atlassian

vi cve-2021-26084-update. sh

B R R
I NSTALLATI ON_DI RECTORY=< >

chnmod 700 cve-2021-26084- update. sh

# Confl uence
$ Is -1 /atlassian/confluence-7.4.0 | grep bin
drwxr-xr-x. 3 atlassian atlassian 4096 Jun 28 16:52 bin

# cve-2021-26084- updat e. sh
chown -R <confluence >: cve-2021-26084-update.sh
) chown -R atlassian: cve-2021-26084-update. sh

S TWX---- - - 1 atlassian atlassian 10400 Sep 7 08:54 cve-2021-26084- update. sh

5. Linux At82E Confluence 42| Cj2E2|Q] ~RAI2 BIEC
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#
$ sudo su <confluence >
) $ sudo su atlassian

./ cve-2021- 26084- updat e. sh

. YEI0IE § Z{CH 5742) IAS #9IstT CH2o @ TLIOKSICE (YEI0|E e Q| 4= Confluence HZO| T2t Ci2Ct)

Updat e conpl et ed!

chdir '/atlassian/confluence

File 1: 'confluence/users/user-dark-features.vni
a. backing up file.. done
b. updating file.. done
c. showing file changes.

70c70

< #tag( "Conponent" "l abel = Enable dark feature:'" "name='featureKey'" "val ue='$!action
featureKey'" "theme="aui'" "tenplate="text.vm")

> #tag( "Conponent" "l abel =" Enabl e dark feature:'" "name='featureKey'" "val ue=feat ureKey"
"thene="aui'" "tenplate="text.vnm")

d. validating file changes.. ok
e. file updated successfully

File 2: 'confluence/login.vm:
a. backing up file.. done
b. updating file.. done
c. showi ng file changes.

147c147
< #tag( "H dden" "nane='token'" "val ue='$!action.token'" )
> #tag( "H dden" "name='token'" "val ue=t oken" )

d. validating file changes.. ok
e. file updated successfully

File 3: 'confluence/ pages/creat epage-entervariabl es.vm :
a. backing up file.. done
b. updating file.. done
c. showing file changes.

24c24

< #tag ("H dden" "nane='queryString' " "value='$!queryString ")
> #tag ("H dden" "name='queryString' " "val ue=queryString")
26c26

< #tag ("H dden" "name='linkCreation'" "value="$linkCreation'")
> #tag ("Hi dden" "name='linkCreation'" "val ue=linkCreation")

d. validating file changes.. ok
e. file updated successfully

File 4: 'confluence/tenpl ate/ custom content-editor.vm:
a. backing up file.. done
b. updating file.. done
c. showing file changes.

64c64

< #tag ("H dden" "name='queryString' " "val ue='$!queryString ")

> #tag ("Hi dden" "name='queryString' " "val ue=queryString")

85c85

< #tag ("Hi dden" "id=sourceTenpl ateld" "name='sourceTenplateld " "value=" ${tenplateld}'")
> #tag ("H dden" "id=sourceTenpl ateld" "name='sourceTenplateld " "val ue=tenpl ateld")
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d. file updated successfully!

File 5: 'confluence/ VEEB- | NF/ at | assi an- bundl ed- pl ugi ns/ confl uence-editor-1|oader*.jar'
a. extracting tenpl ates/ editor-prel oad-contai ner.vm from confl uence/ VEB- | NF/ at | assi an- bundl ed- pl ugi ns
/confluence-editor-loader-7.4.0.jar..
Archive: confluence/ VEB- | NF/ at | assi an- bundl ed- pl ugi ns/ confl uence-editor-|oader-7.4.0.jar
inflating: ./tenpl ates/editor-prel oad-container.vm
b. updating file.. done
c. showing file changes..
d. validating file changes.. ok
e. updating confluence/ VEB- | NF/ at | assi an- bundl ed- pl ugi ns/ confl uence-editor-loader-7.4.0.jar with .
/tenpl at es/ edi t or - prel oad-cont ai ner.vm . updati ng: tenpl ates/editor-prel oad-container.vm (defl ated 59%
-rwr--r-- 1 atlassian atlassian 13402 Sep 7 15:40 confluence/ VEB- 1 NF/ at| assi an- bundl ed- pl ugi ns
/ confl uence-editor-1oader-7.4.0.jar
f. cleaning up tenp files..ok
g. extracting tenpl ates/editor-prel oad-container.vm from confl uence/ VEB- | NF/ at | assi an- bundl ed- pl ugi ns
/ confl uence-editor-loader-7.4.0.jar again to check changes within JAR .
Archive: confluence/ VEB-1 NF/ at | assi an- bundl ed- pl ugi ns/ confl uence-edi tor-loader-7.4.0.jar
inflating: ./tenplates/editor-prel oad-container.vm
h. validating file changes for file within updated JAR . ok
i. cleaning up tenp files..ok

Updat e conpl et ed!

ConfluenceS A|Z}SICt

Windows
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. Ha|a Aste 2 Windows PowerShellS A3 A
. PowerShell2| 7|& A|gh A& Yo = 0|

22 2E0|A ConfluenceE ddlsts 39 2E =E0A O] A3 ZYES HHGHOF BHCL

. ConfluenceE Z25tCt.
. cve-2021-26084-update.ps1 OIS CHREE B0} Windows AHZ 0| SSHCt
. cve-2021-26084-update.ps1 ItLS H .

I NSTALLATI ON_DI RECTORY Conf | uence

$I NSTALLATI ON_DI RECTORY=" '

) $1 NSTALLATI ON_DI RECTORY=" C: \ app\ at | assi an\ conf| uence'

ZIc},

3l Cte HAS AR50 PowerShellS Al385HCT

Cet - Cont ent <cve-2021- 26084- updat e. psl > | powershell.exe -noprofile -

) Get-Content C:\Users\adni n\ Downl oads\cve-2021-26084-update. psl | powershell.exe -noprofile -

QS 50I5t0 QE 7} BHAIEIZ| OFony, CH2 o2 TLIOKICH (YT|0|E |& Mol 4= Confluence B 0] T2t CH2C})

Updat e conpl et ed!
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