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1. Client2} remote servero| ssh 43|
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ssh-keygen -t rsa

3. S071 T MY 12| A1 (default ZZ($HOME/ ssh)ol| A 2)

Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa): <>
Created directory '/root/.ssh'.
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Enter passphrase (enpty for no passphrase): < passphrase >

Enter sane passphrase agai n: < passphrase >

Your identification has been saved in /root/.ssh/id_rsa.

Your public key has been saved in /root/.ssh/id_rsa. pub.

The key fingerprint is:

SHA256: t f 64eenDi kpekRqynP1+l VRh9i | c3X5MVPr MTuOWW50 r oot @li scour se. i .curvc. com
The key's randonmart inmage is:
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I's -al ~/.ssh/

total 8

drwx------ . 2 root root 38 Mar 31 21:36 .
dr-xr-x---. 5 root root 185 Mar 31 21:36 ..
STW- - - - - . 1 root root 1766 Mar 31 21:36 id_rsa

-rWr--r--. 1 root root 408 Mar 31 21:36 id_rsa.pub

6. .ssh ClAE2] HetEY(HY)

chmod 700 ~/.ssh
chnod 600 ~/.ssh/id_rsa
chnod 644 ~/.ssh/id_rsa. pub

7. Remote server0i public key (id_rsa.pub) S&5}7|
a. ssh-copy-id HHO| A2

ssh-copy-id -i <ssh public key> <usernane>@server ip>
) ssh-copy-id -i .ssh/id_rsa.pub wastest@O0.100.1.10

b. scp BHO| ALE
i. Remote server0f| public key (id_rsa.pub) &55t7|

scp $HOWE . ssh/id_rsa.pub <ip or domai n>:/hone/<user id>/id_rsa.pub

#

id_rsa.

pub

100% 408 36. OKB/ s 00: 00

ii. Remote server2 O|= £ id_rsa.pub ItYS authorized_keys 0| 7}

cat $HOME/ i d_rsa. pub >> $HOWE/ . ssh/ aut hori zed_keys

BHoF, ssh EC{7} QLR L1 0| Al

nkdir ~/.ssh

8. Remote server & &Ql5t7|

ssh <user>@i p or dommi n>:/destination/path

gtokid_rsa YS $HOME/ ssh/id_rsaof 2HS2| ¢t CH2 ClAE2|0f QS ACHH - S-S ALESHO] ssh key THY 2|

ssh -i $HOME/ auth <ip or dommin>:/destination/path

2|2 & Al yes — passphrase Y& ( private keyOfl passphrase Q24512 AQto™ HEZ 279I)

The authenticity of host '10.0.20.30 (10.0.20.30)' can't be established.
ECDSA key fingerprint is SHA256:t PU UgPal i zf p/ Vf 9d1Q kr JkNGbHC8r Dr 9Shonj 55A.
ECDSA key fingerprint is MD5:ea:43:9f: 1b: 33: 12: 5f: 4f: ¢8: Oe: 7b: 7b: 63: 91: ed: db.
Are you sure you want to continue connecting (yes/no)? yes
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vi /etc/hosts.all ow
# sshd: ip

# hosts.allow This file contains access rules which are used to

# al | ow or deny connections to network services that

# either use the tcp_wappers library or that have been
# started through a tcp_w appers-enabl ed xi netd.
#
#
#
#

See 'man 5 hosts_options' and 'nan 5 hosts_access'
for information on rule syntax.
See 'man tcpd' for information on tcp_w appers

H*

sshd: 10.0.20.30 # IP

sshd: 10. 0. 20/ 24 # 10.0. 20. *

2. S ipAQlet 2E & 97

vi /etc/hosts.deny

# sshd: ALL

# hosts. deny This file contains access rules which are used to
# deny connections to network services that either use
# the tcp_wappers library or that have been

# started through a tcp_w appers-enabl ed xinetd.

#

# The rules in this file can also be set up in

# /etc/hosts.allowwith a 'deny' option instead.

#

# See 'man 5 hosts_options' and 'man 5 hosts_access'
# for information on rule syntax.

# See 'man tcpd' for information on tcp_w appers

#

sshd: ALL

3. sshd A{H|A ZHA|2E

systenttl restart sshd

) ==

4. P& AL EHAE

[root @ocal host ~]# ssh root @0.1.22.0
ssh_exchange_i dentification: read: Connection reset by peer
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