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User A4

User 32 HHE

User A Q|E HE

User A1

Group 44

Global Permissions
Permission Templates
Permission Tamplates 32 HA
Permission Templates At
Project Permissions
Project Permissions &1

User 44S at7| 2lsl 4T ol Administraton > Security > Users 22! &t

o
n
e}
I
lo
n
@
Q
—+
™
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rm
mjo
Uy
qu
ro
iul

Administration

Configuration»  Security>  Projects>  System +

Create and admir  Groups

Global Permissions

Q Project Permissions
Permission Templates
SCM ACCOUNTS GROUPS TOKENS
! “:‘.,; Administrator admin sonar-administrators 0 E &S ax
4ok sonar-users
1/1 shown

Create User

* Login

* Name

* Email

* Password

* SCM Accounts

Create User

Login®

Minimum 3 characters

Name*

Email

Password*

SCM Accounts +

Mote that login and email are automatically considered as SCM accounts
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Administration

Configuration +  Security +  Projects»  System =

Create and administer individual users.

Q
SCM ACCOUNTS GROUPS TOKENS
L‘{‘:‘x&' Administrator admin sonar-administrators (- S ax
el sonar-users
userl userl sonar-users o & ax

test@a.com

2/2 shown
User 2 &4
FA HE HE of7| QoM s RAQ 220 AL 22 0t0|2 HES 28! Sict WEE HAsI1 Update HES 28 STt
* Name
* Email

* SCM Accounts

Update User

Mame*® | user]

Email | test@a.com

SCM Accounts +

Note that login and email are automatically considered as SCM accounts

A Yt uY EisS Hol g

Administration

Configuration Security v  Projects»  System =

Create and administer individual users,

Q
SCM ACCOUNTS GROUPS TOKEMS
L‘%::&; Administrator admin sonar-administrators = & ax
f‘;‘i" sonar-users
Testuser! userl sonar-users 0= S ax
admin@a.com E
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User A Q| E HZ

A HAE HE 57| floiM ST 79 50| Ah=4 O10|Z HES 28| Bttt AREE HEFIL Change HES 28

c
o

* New Password
¢ Confirm Oassword

Change Password

Mew Password*

Confirm Password*

Home

Welcome to SonarQube Dashboard

Since you are able to read this, it means that you
have successfully started your SonarQube server.
Well done!

If you have not removed this text, it also means
that you have not yet played much with
SonarQube. So here are a few pointers for your
next step:

» Do you now want to run analysis on a
project?

W Mowvha cfart rictamizinn dachhazrde?

HAE AQCE 2 | oging FHCF,

Issues  Measures

Dashboards «

#8 Administrator =

Q- o

= widgets

Quality Profiles  Quality Gates  Administration

My Account

PROJECTS

QG MNAME « VERSION LOC BUGS VULNERABILITIES CODE SMELLS LAST ANALYSIS

No data

PROJECTS

No data

Rules

sonarqube

Home

Welcome to SonarQube Dashboard

Since you are able to read this, it means that you
have successfully started your SonarQube server.
Well done!
If you have not removed this text, it also means
that you have not yet played much with
SonarQube. So here are a few pointers for your
next step:

» Do you now want to run analysis on a

project?

W Maovha ctart roctamizina dachhaorde?

User AHA]|

S A 517| 23l 84 Al & 4 Q= admin A1 22 2391 $Ho ATk Administration » Security > Users AH4| & R2{2| & X O0|2 22l

Quality Profiles

Quality

PROJECTS

QG NAME VULNERABILITIES CODE SMELLS LAST ANALYSIS

No data

PROJECTS

No data

o
Kul
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Administration

Configuration v Security v Projects»  System =

Create and admir  Groups

Global Permissions

Q Project Permissions
Permission Templates
SCM ACCOUNTS GROUPS TOKENS
L‘i‘:‘z&; Administrator admin sonar-administrators 0 E &S ax
o= sonar-users
;.. Testuser! userl SOnar-users 0 & QE
As admin@a.com

FAHE AA & 22| 2= Deactivate HHES 22! o0 AMA|| &tct

Deactivate User

Are you sure you want to deactivate "Testuser1 (user1)"?

Cancel

Administration

Configuration »  Security  Projects»  System =

Create and administer individual users.

Q

SCM ACCOUNTS GROUPS TOKENS
”;.; Administrator admin sonar-administrators W &S ax
ik;“;* L sonar-users

Group A4

052 HHs5t7| 2ol AEHe] Administration > Security > Groups O|-& SHCt 2k=22| Create Group HES 22!

=

e
n
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Administration

Configuration »  Security>  Projects>  System~

Groups Users

Create and admir  Groups

Global Permissions

Q Project Permissions
Permission Templates
Anyone Anybody (authenticated or not) who browses the application belongs to
this group
sonar-administrators Members 1 System administrators &S %
sonar-users Members 5 Any new users created will automatically join this group &S %
2/3 shown
J& 0| 21 Create HHES 23 SiCH

Create Group

MName*

Description

Cancel

Administration

Configuration»  Security ¥  Projects~  System v

Groups

Create and administer groups of users.

Q
Anyone Anybody (authenticated or not) who browses the application belongs to
this group
sonar-administrators Members 1 = System administrators &S %
sonar-users Members 5 = Any new users created will automatically join this group &S X

Testing_group &S %

H
rlo
J0
X
u
rx
Jm
_o'l_l
2
W)
(o]
=}
()
T
il
njo
uj
L)
o
n

Update users2| All HES 22 510 &0 27} ot
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Administration

Configuration  Security  Projects

Groups

Create and administer groups of users.

Anyone

sonar-administrators

sonar-users

Update users

=== -

rd

rd

rd

Administrator
admin

user]

user]

user2
user?

user3
user3

userd

userd

v  System~¥

Testing_group

Members 1 =
Members 5 =
Members 3 =

>
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Anybody (authenticated or not) who browses the application belongs to

this group
System administrators &S X
Any new users created will automatically join this group &S %
&S %
3/3 shown

2014 - 2023 CURVC Corp. All rights reserved



>

13

AHFHE

N
1

Update users

Administration

Configuration v Security*  Projects»  System =

Groups

Create and administer groups of users.

Q
Anyone Anybody (authenticated or not) who browses the application belongs to
this group
sonar-administrators Members 1 = System administrators &S %
sonar-users Members 5 Any new users created will automatically join this group &S %
Testing_group Members 3 x
3/3 shown
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Update Group

Mame™® | Testing_group

Description

Administration

Configuration ¥  Security*  Projects»  System~
Groups
Create and administer groups of users.
Q
Anyone Anybody (authenticated or not) who browses the application belongs to

this group
DEV_group Members 3 &S X
sonar-administrators Members 1 = System administrators &S xR
sonar-users Members 5 = Any new users created will automatically join this group F R
3/3 shown
0 YHS A Y 27ty

£ AA 2 27t sliY 1E2 Memberse| 55 0t0| 28 22| &t

Administration

Configuration v  Security >  Projects»  System =
Groups
Create and administer groups of users.
Q
Anyone Anybody (authenticated or not} who browses the application belongs to

this group
DEV_group Members 3 i &S X
sonar-administrators Members 1 = System administrators &S X
sonar-users Members 35 = Any new users created will automatically join this group &S X
3/3 shown
AP 5t A2 ™ E Uncheck SiELICH B2 "0 M AfA|7F ELICH

2014 - 2023 CURVC Corp. All rights reserved



>

13

AHFHE

N
1

Update users

oo Q

user]

user]

user2

user2

user3

user3

Deselected 122 0|5 5t0] O|HO|= HWHE 27} 5t A2 BHE check o FUCH 12|22 Selected 22 0|53t MZ 275t HB{7F HyLct,

Update users

Selected Q

Administrator
admin

Selected ¥22 0|5 510] 2|& &0 WHE 2QI5I1 Done HES 22| L.
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Update users

Selected

user]

user]

user2
user2

userd

userd

3ig 20 Members S5 0[0|2& 22| 5t 2| Hs WHE =l & 4~ ATt

Update users

g A

& MA 5h7] 2l siE2ES| 9= X 010|222 23| 50 A4

o
n
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sonarqube b Quality Pr

Administration

Configuration *  Security »  Projects»  System

Groups

Create and administer groups of users,

Q
Anyone Anybody (authenticated or not) who browses the application belongs to
this group
DEV_group Members 3 = IE
sonar-administrators Members 1 = System administrators &S %
Sonar-users Members 5 = Any new users created will automatically join this group &S %
3/3 shown

Delete Group

Are you sure you want to delete "DEV_group"?

Cancel

Administration
Configuration*  Security *  Projects»  System =

Groups Create Group

Create and administer groups of users,

Q
Anyone Anybody (authenticated or not) who browses the application belongs to
this group
sonar-administrators Members 1 = System administrators F n
SONar-users Members 5 Any new users created will automatically join this group F x
2/3 shown

a

lobal Permissions
229 A 44 57| lah Atk Administration > Security » Global Permissions 22! 5T,

* Administer System

* Administer Quality Profiles

* Administer Quality Gates

* Share Dashboards And Filters
* Excute Analysis
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Administration

Configuration »  Security»  Projects ¥ System v

Grant and revoke  |jgarg at the global level. These permissions include editing quality profiles, sharing dashboards, and performing global system administration,

Groups
Administer Sys
—e Global Permissions
Ability to perfon Broi S s for the instance: global configuration and customization of default dashboards.
- roject Permissions

Users = - Groups ~ sonar-administrators
Permission Templates

Administer Quality Profiles

10.50.21.221:9000/roles/global

-
)

[}

el

Ability to perform any action on quality profiles.,

Users = Groups  sonar-administrators

Administer Quality Gates

Ability to perform any action on quality gates.

Users = Groups ~ sonar-administrators

Share Dashboards And Filters

Ability to share dashboards, issue filters and measure filters.

Users = Groups  sonar-administrators

Execute Analysis

Ability to get all settings required to perform an analysis (including the secured settings like passwords) and to push analysis results to the SonarQube server.

Users = Groups ~ Anyone

Create Projects
Ability to initialize a project so its settings can be configured before the first analysis.

Users = Groups  Anyone
sonar-administrators

SonarQube™ technology is powered by SonarSource SA
Y-———=545 - LGPL v3 - Community - Documentation - Get Support - Plugins - Web APl

rmission Templates

ElZalg 0t 7| 2|5l ATt Administration ) Security > Permission Templates 22| 5111 2£9| Create HES 22! 5iC}.

BROWSE : Z2HE0f Y50 A HE ”]115 T A20 3P A HOj| TS 0|5 M5t WY & 4 QAL
SEE SOURCE CODE : ol Z2HEQ| £A IE LS = 4= RUCH (0] FBHS AHESH| 2IsllAf= BROWSE #5t0| HRs5itt)
|

o o o o o
[l

ADMINISTER : Z2HE 4y A 22| E§AIS 28 o £ UL}
EXECUTE ANALYSIS : 2Al0f Lest BE 433

U

2014 - 2023 CURVC Corp

ADMINISTER ISSUES : 0|70l Ciet 115 WYY 7| 5= 8 & 4 QUCE (O AotS ARSI 2IsiA= BROWSE ?LJ%POI n'ﬂéftf.)
%

. All rights reserved



FTAZALHE

Administration

Configuration *  Security v  Projects»  System v

Permission Te  Users

Grant and revoke  Groups owse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted to groups or individua
USErs. Global Permissions
Project Permissions SEE SOURCE CODE ADMINISTER ISSUES ADMINISTER EXECUTE ANALYSIS
Prroer T g ject, browse its  View Perform advanced editing on  Access project settings and Ability to get all settings
1d createfedit code. (Users will also need issues: marking an issue False  perform administration tasks. reguired to perform an
issues for it. “Browse™ permission) Won't Fix, and [Users will also need analysis (including the
changing an lssue's severity,  "Browse™ pemission) secured settings like
[Users will also need passwords) and to push
"Browse”™ permission) analysis results to the

SonarQube server.

Users

Default template Users Users 0 Users Users 0 Default
Groups Groups 1 Groups Groups Groups 0O

This permission template w
efault when n
n configuration is

sed as
permi
available

Create Permission Template Ofef 2 E &5t Create HHES 22| SiCt
* Name

* Description
* Project Key Pattern

Create Permission Template

Mame*

Description

Project Key Pattern

MZ MM %l Tamplate2| Users ¥ Groups?] MemberE %7} 5tct.
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Update "Browse"” Users for "New Tamplate”

Administrator
admin

user]

userl

user2
user?

user3

user3

userd

userd

M2 448 Tamplateo] R4 2 18 M0l SIS S 2ol & 4 Uct

Administration
Configuration*  Security *  Projects»  System =

Permission Templates
Grant and revoke project-level permissions to Browse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted te groups or individua
USErs.

BROWSE SEE SOURCE CODE ADMIMISTER ISSUES ADMIMISTER EXECUTE ANALYSIS

Access a project, browse  View the project’s source  Perform advanced Access project settings Ability to get all settings

its measures, and code. (Users will also editing on issues: and perform reguired to perform an

createfedit issues for it. need "Browse” marking an issue False administration tasks. analysis including the

permission) Positive / Won't Fix, and  (Users will also need secured settings like
an lssue’s “Browse™ pemission) passwerds) and to push
Users will also analysis results to the
Browse" SonarQube server.
permission)

Default template Users Users Users o Users Users Default
Tt pemimn s Groups Groups Groups 1 § Groups Groups
will be used as default
when no r
permission configuration
is available
New Tamplate Users 1 Users 1 Users 3 Users Users 0 Set Default || Update | Delete |

Groups 1 Groups 0 Groups 0 Groups Groups 1

. . Z-
Permission Tamplates & H4
#1352 42 3P Tamplatedf| 22| Update HES 22! Bt
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Administration
Configuration ¥  Security  Projects»  System~
Permission Templates
Grant and revoke project-level permissions to Browse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted to groups or individual
USErs.
BROWSE SEE SOURCE CODE ADMINISTER ISSUES ADMINISTER EXECUTE ANALYSIS
Access a project, browse  View the project's source  Perform advanced Access project settings Ability to get all st g
its measures, and code, (Users will also editing on issu and perform
create/edit issues for it need "Browse" marking an issue False administration tasks. (i
permission) Positive / Won't Fix, and  (Users will also need secured settings like
chan an Issue's "Browse” permission) passwords) and to push
sever; Users will also analysis results to the
need “Browse” SonarQube server.
permission)
Default template Users 0 Users Users 0 Users Users Default
Tofo g e Groups 1 Groups Groups 1 Groups Groups
will be used as default
when no other
n configuration
—
New Tamplate Users 1 Users 1 Users 3 Users Users 0 Set Default || Update I Delete |
Groups 1 i Groups 0 i Groups 0 i Groups Groups 1

@#Z3! Name, Description, Project Key Patterns & & & QICt. M3 % Update HHES S2I5tCt.

Update Permission Template

Name* New Tamplate

Description

Project Key Pattern

Cancel
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Administration

Configuration *  Security»  Projects>  System~

Permission Templates

Grant and revoke project-level permissions to Browse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted to groups or individual

USErs.

SEE SOURCE CODE
View the project's source
cade. (Users will also
need “Browse”

ADMINISTER ISSUES
Perform advanced

editing on issues:
marking an issue False

Access a project, browse
its measures, and
create/edit issues for it,

permission) e f Won't Fix, and
an Issue's
Users will also
rowse
permission)
Default temp|ate Users Users Users
This permission template FEFS Groups Groups
will be used as default
when no other
n configuration
Old Tamplate Users 1 Users 1 Users 3
Groups 1 Groups 0 Groups 0

Permission Templates AHA|

AtEEOl Administration » Security > Permission Templates 22! 3tCt 2|21 4l

ADMINISTER

Access project settings
and perform
administration tasks.
[Users will also need
"Browse”™ permission)

Users
Groups

Users
Groups

EXECUTE ANALYSIS
Ability to get all settings
required to perform an
analysis (including the
secured settings like
passwords) and to push
analysis results to the
SonarQube server,

Users 0
Groups 0

Default

Users
Groups

Administration

Configuration*  Security *  Projects»  System =

Permission Templates

Users.

EROWSE

Access a project, browse
its measures, and
create/edit issues for it

SEE SOURCE CODE
View the project’s source
code. (Users will also
need "Browse”

ADMINISTER ISSUES
Perform advanced
editing on issues:
marking an issue False

permission) Positive / Won't Fix, and
changing an Issue's
severity. (Users will also
need "Browse”
permission)
Default template Users o Users 0 Users 0
This permission template EES | HEnEs | S
will be used as default
when no
permission configuration
is available
Old Tamplate Users 1 Users 1 Users 3
Groups 1 Groups 0 Groups 0
S MESS 2|8 AQIR| 2=C. Delete HHES S5t A7t €Tt

ADMINISTER

Access project settings
and perform
administration tasks.
(Users will also need
"Browse™ permission)

Users
Groups

Users
Groups

Grant and revoke project-level permissions to Browse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted to groups or individua

EXECUTE ANALYSIS
Ability to get all settings
required to perform an
analysis (including the
secured settings like
passwords) and to push
analysis results to the
SonarQube server.

gsers Default
roups
E?SLSPS ? Set Default || Update I| Delete |
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Delete Permission Template

Are you sure you want to delete permission template "Old Tamplate"?

Administration

Configuration*  Security>  Projects>  System ~

Permission Templates

Grant and revoke project-level permissions to Browse (view a project's metrics), See Source Code, and Administer individual projects. Permissions can be granted to groups or individua

users.
BROWSE ADMINISTER ISSUES ADMINISTER EXECUTE ANALYSIS
Access a project, browse its View the proj s source Perform advanced editing on  Access project settings and Ability to get all setti
measures, and create/edit code, (Users also need issues: marking an issue False  perform administration tasks. reguired to perform an
issues for it. "Browse™ permission) Positive / Won't Fix, and [(Users will also need analysis (including the
changing an Issue's severity,  “Browse™ pemission) secured settings like
[Users will also need passwords) and to push
"Browse” permission) analysis resulis to the
SonarQube server,
Default template Users Users Users 0 Users Users o Default
Mite et el Groups Groups Groups 1 Groups Groups 0

sed as default when no other
ission configuration is

ATHol Administration > Projects > Management 22! StCt. &9 Create Project HHES 22! Gict

Administration

Configuration»  Security  Projects»  System =

Projects Management Management

page to delete multiple  Background Tasks n projects if you would like to configure them befare the first analysis. Note that once a project is provisioned, you
have access

Use this

to perform all prejec conngurauons o

E=ap

0O

0 of 0 shown

Create Project OF2fi Y HEE Q2351 Create HES 22! SiC}.
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* Name
* Branch
* Key

Create Project

Name* |

Branch

Key*

Cancel

Administration

Configuration»  Security  Projects v  System «

Create Project

Projects Management
Use this page to delete multiple projects at once, or to provision projects if you would like to configure them before the first analysis. Note that once a project is provisioned, you

have access to perform all project configurations on it.

O £ New Project NP:New
]

1 of 1 shown

Ol Administration > Security > Project Permissions 22| tCt 122 4435t Pr

AFCHO|

0.
[

£Z9| Bulk Apply Template HES 22l5t1 Yot= Template2 2 HAst Apply HES 2| BiCt.

Bulk Apply Permission Template

Template® | Default template

Default template
New Template

MZ& Project2| Permission Template0] 80| &l Z& &0l &t 4= 9/},

2014 - 2023 CURVC Corp. All rights reserved



Administration

Configuration *  Security v  Projects»  System v
Project Permissions

Grant and revoke project-level permissions. Permissions can be granted to groups or individual users.

Q

ADMINISTER ISSUES
Perform advanced editing
on issues: marking an i

SEE SOURCE CODE
View the project’s source
code. (Users will also need

BROWSE
Access a project, browse its

measures, and create; ue

ADMINISTER
Access project settings and
perform administration

EXECUTE ANALYSIS
Ability to get all s
reguired to perform an

Bulk Apply Template

1/1 shown

issues for it. “Browse™ permission) False Positive / Won , tasks. (Users will also need analysis (including the
and changing an Issue's “Browse™ permission) secured settings like
(Users will also Passwort nd to push
need "Browse" permission) analysis results to the
SQNarQUDS SVl
51 New Project Users 1 Users Users 1 Users Users 1
Groups 1 Groups Groups 1 Groups Groups 2

At Administration » Security > Project Permissions 22| 5tCt, A& o114t o= & Project?|

g 5tz otz "E S MEiSt Apply HES 22 St

Apply Permission Template to "New Project”

Template* | Default template

Default template
New Template

HASH Template o2 HE ZASS

2Z9| Apply Template HES 22

Apply Template

FTAZALHE

Administration

Configuration *  Security v  Projects»  System v

Project Permissions

Grant and revoke project-level permissions. Permissions can be granted to groups or individual users.

Q
BROWSE SEE SOURCE CODE ADMINISTER ISSUES
Access a project, browse its  View the project’s source Perform advanced editing
measures, and create/edi code, {Users will also need on issu

ADMINISTER
Access project settings and
perform admin tion

EXECUTE ANALYSIS

Ability to get all settings

required to perform an

issues for it. “Browse™ permission) False Positiv tasks. (Users will also need analysis (including the
and changing an Issue's “Browse™ permission) secured settings like
severity. (Users will also passwords) and to push
need "Browse" permission) analysis results to the

SonarQube server,
51 New Project Users 0 Users Users o Users 0 Users o
Groups 1 Groups Groups 1 Groups 1 Groups 0
1/1 shown

Bulk Apply Template

Apply Template
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