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Reverse Proxy 7148 A 24|
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= Apache HTTP Mt{ M| (2.4 0|4
= mod_ssl dz|

Application context AF23}2| 42

£ oo M& http://curvc.com/jira @F Z0] "jira" contextS AE3}A|

CentOS SELinux policy &4

= SELinuxZt httpd (80, 443) Z2M|AQ| network &2

# > sudo /usr/sbin/setsebool
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Step 2) Reverse Proxy +4
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NanmeVi rt ual Host *: 80
Li sten 80

I ncl udeOpti onal conf.d/*. conf
I ncl udeOpti onal sites-enabl ed/ *. conf

NanmeVi rt ual Host *: 443
Li sten 443 https

<Virtual Host _defaul t_: 443>
SSLENngi ne on
SSLProtocol all -SSLv2 -SSLv3
SSLCi pher Sui te H GH: 3DES: ! aNULL: ! MD5: ! SEED: ! | DEA
SSLCertificateFile /etc/ssl/certs/ STAR curvc_comecrt
SSLCertificateKeyFile /etc/ssl/certs/curvc. key
SSLCertificateChainFile /etc/ssl/curvc_com ca-bundle
</ Vi rtual Host >
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<Virtual Host *:80>
ServerNane jira.curvc.com

Renot el PHeader X- For war ded- For
Pr oxyPr eser veHost On

Rewri t eEngi ne On

ProxyVia O f

<Proxy *>
Or der deny, al | ow
Require all granted
</ Proxy>

Redi rect "/" "https://jira.curvc.com "

</ Vi rt ual Host >

<Virtual Host *: 443>
ServerNane jira.curvc.com

Pr oxyPr eser veHost On
Rewr i t eEngi ne On
ProxyVia O f

<Proxy *>
O der deny, al | ow
Require all granted

</ Proxy>
Pr oxyPass "/" "http://10.0.100.10: 8080/ "
ProxyPassRever se "/"™ "http://10.0.100.20: 8080/ "

Renot el PHeader X- For war ded- For

SSLEngi ne on
SSLCertificateKeyFile /etc/ssl/certs/curvc. key

SSLCertificateFile /etc/ssl/certs/ STAR curvc_comcrt
SSLCertificateChainFile /etc/ssl/certs/curvc_com ca-bundle

</ Vi rt ual Host >
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<Virtual Host *:80>
Server Nane confl uence. curvc. com
Pr oxyPr eser veHost On
Rewr i t eEngi ne On
ProxyVia O f

<Proxy *>
O der deny, al | ow
Require all granted
</ Pr oxy>

Redi r ect "/" "https://confluence.curvc.com"
Renot el PHeader X- For war ded- For
</ Vi rt ual Host >

<Virtual Host *: 443>
Server Nane confl uence. curvc. com
Pr oxyPr eser veHost On
ProxyRequests O f
Rewri t eEngi ne On

SSLENngi ne on

SSLProxyEngi ne on

SSLCertificateKeyFile /etc/ssl/certs/curvc. key
SSLCertificateFile /etc/ssl/certs/STAR curvc_comcrt
SSLCertificateChainFile /etc/ssl/certs/curvc_com ca-bundle

ProxyVia O f
<Proxy *>
O der deny, al | ow
Require all granted
</ Proxy>

Rewr i t eEngi ne On
Rewr it eCond % REQUEST_URI} !~/synchrony
Pr oxyPass

Pr oxyPass
Pr oxyPassRever se

"/" “http://10.0.100. 20: 8090/ "
"/" "http://10.0.100. 20: 8090/ "

<Location /synchrony>
Require all granted
Rewr i t eEngi ne on
Rewr it eCond 9% HTTP: UPGRADE} ~WebSocket$ [ NC]
Rewr i t eCond 9% HTTP: CONNECTI ON} Upgr ade$ [ NC]
RewriteRule .* ws://10.0.100.20: 8091% REQUEST_URI} [P]
</ Locati on>
</ Vi rt ual Host >
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$ > apache testconfig
$ > apache restart

Step 3) JVMO| certificate trustStore |4

Application1 - (HTTPS)— Application2 2| A< Application 2 AZ|E2 MY
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B0 keystore I 2|2|: <JVM install dird/jre/lib/security/cacerts
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"/ synchrony" "http://10.0.100. 20: 8091/ synchrony"
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Step 1)2] Q1= M2t keyS 0|3l keyStore 414 (wildcard Q1Z A2t Atlassian application 25 keystore AL H2H)

keystore ‘4 Y 21 (0|0] Zge ASME OlE3H SSL+835t71)

CATALINA_OPTS="-Djavax.net.ssl.trustStore=/data/atlassian/application-data/confluence/atlassian.jks -Djavax.net.ssl.trustStorePassword=password
${CATALINA_OPTS}"

FISHEYE_OPTS="-Djavax.net.ssl.trustStore=/atlassian/application-data/atlassian.jks -Djavax.net.ssl.trustStorePassword=password ${FISHEYE_OPTS}"
bservmgr. exe //ES/ Atl assi anBi t bucket

Java >> Java Options:

-Djavax.net.ssl.trustStore=D:WAtlassianWApplicationDatawatlassian.jks
-Djavax.net.ssl.trustStorePassword=password

Step 3) Tomcat Connector &%

Atlassian application2 Z&5t1 tomcat?| server.xm| ItA-S A St

Bitbucket 5.0 0|42 | 2|8t Atlassian application?| 2

HTTPSE Z|25HR| &= Application2t HZ3HOF SHCHH 0] 2I8H Connector 27t (0il: 8180)
Connector directive

<!-- Additional connector for Application link -->
<Connect or port="8180" connecti onTi meout ="20000" maxThreads="200" m nSpareThreads="10"
enabl eLookups="f al se" accept Count="10" URI Encodi ng="UTF-8" />

<Connect or port=<defaul t>

maxThr eads=<def aul t >

m nSpar eThr eads=<def aul t >

connecti onTi meout =<def aul t >

enabl eLookups=<def aul t >

maxHt t pHeader Si ze=<def aul t >

pr ot ocol =<def aul t >

useBodyEncodi ngFor URI =<def aul t >

redi rect Port =<def aul t >

accept Count =<def aul t >

di sabl eUpl oadTi neout =<def aul t >
pr oxyNane="<subdomai n>. <domai n>. conf'
proxyPort =" 443"
secure="true"
schene="https"/>

line 16 ~ 18 &7t

= proxyName: A|l&2 application URL (0|: jira.curvc.com)

Bitbucket 5.0 0|42 F:
(=3

Y38 2stol 23

el

= H=Z2: (Bitbucket data home)/application-data/bitbucket/shared/bitbucket.properties
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bitbucket.properties

server.secure=true

server. schene=htt ps

server. proxy- port =443

server. ssl . enabl ed=fal se

server. proxy- nane=bi t bucket. curvc. com

MY k=2 Z applicationS 7| SEHCt.

Step 4) Atlassian Application Base URL HZ&
Application €2 base URLS https://~ 2 HASIC},

ofl)

= Jira = https://jira.curvc.com
= Confluence = https://confluence.curvc.com

Step 5) Atlassian Application link &4

HTTPS X|¥ Application link
Jira®t Confluence Application link of])

* Jira®lM Confluence URL

M7 = https://confluence.curvc.com
¢ Confluence®|A Jira URL A4

https://jira.curvc.com

HTTPS O|X|¥ Application link
A Z5t= Application0| HTTPS £ Z|5HA| 942 HL server.xmlo 714 Application link& portE AF25H0] application linkS 4 8HCt.
Jira2t Confluence Application link of])

= JiraOfM Confluence UR

LA http://10.0.100.20:8190
= ConfluenceOf|A Jira URL &

http://10.0.100.10:8180

2
(=]

2
(=]

Apache HTTPD 2.2 112{Atat (CentOS 6)
22872 2.4 012 7N YHS B3It

= Premission A& @ "Allow from all" AtE
= Renot el PHeader X- Forwar ded- For
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<Virtual Host *:80>
ServerNane jira.curvc.com

Renot el PHeader X- For war ded- For
Pr oxyPr eser veHost On

Rewri t eEngi ne On

ProxyVia O f

<Proxy *>
Or der deny, al | ow
Al low from all

</ Proxy>

Redi rect "/" "https://jira.curvc.com "
</ Vi rtual Host >

<Virtual Host *: 443>
ServerNane jira.curvc.com

Pr oxyPr eser veHost On
Rewr i t eEngi ne On
ProxyVia O f

<Proxy *>
O der deny, al | ow
Al low fromall

</ Proxy>
Pr oxyPass "/" "http://10.0.100.10: 8080/ "
ProxyPassRever se "/"™ "http://10.0.100.20: 8080/ "

SSLENngi ne on

SSLCertificateKeyFile /etc/ssl/certs/curvc. key
SSLCertificateFile /etc/ssl/certs/ STAR curvc_comcrt
SSLCertificateChainFile /etc/ssl/certs/curvc_com ca-bundl e

</ Vi rt ual Host >

Confluence Apache VirtualHost 0fl)

* Synchrony 124
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# Put this after the other LoadMbdul e directives

LoadModul e proxy_nodul e /usr/|ib/apache2/ modul es/ mod_pr oxy. so

LoadModul e proxy_http_nodul e /usr/1ib/apache2/ nodul es/ nod_proxy_http. so
LoadModul e proxy_wstunnel _nodul e /usr/1ib/apache2/ nodul es/ nod_proxy_wst unnel . so
LoadModul e rewrite_nodul e /usr/lib/apache2/ nodul es/ nod_rewite.so

# Put this in the main section of your configuration (or virtual host, if using Apache virtual hosts)

ProxyRequests O f
ProxyPreserveHost On

Rewri t eEngi ne On
RewriteCond 9% REQUEST_URI} !”~/synchrony
RewriteRule 7~/ (.*) http://<domai n>: 8090/ $1 [P]

<Proxy *>
Require all granted
</ Proxy>

ProxyPass /synchrony http://<domai n>: 8091/ synchrony

<Location /synchrony>
Require all granted
Rewr i t eEngi ne on
Rewri t eCond % HTTP: UPGRADE} "“WebSocket$ [ NC|
Rewr i t eCond % HTTP: CONNECTI ON} Upgr ade$ [ NC|
RewriteRule .* ws://<domai n>: 8091% REQUEST_URI} [ P]
</ Locat i on>

ProxyPass / http://<donmai n>: 8090
ProxyPassReverse / http://<domai n>: 8090

<Location />

Require all granted
</ Locat i on>
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