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SonarQube Issues

0] M= SonarQube Issues Of Ciet Y2 E SR5H7| 2Io 2Hd = AT

0|4+ ZF (Issue Types)
2t (Issue Severity)
O 0|3f(Understanding issue context)
& Z7|(Issues lifecycle)
el (Status)
S Z2H (Resolution)
° |ssue YIAE=ER
* Ot O|fx7} "MZ2" 0|421Z| 0|3l (Understanding which Issues are "New")
| 0| £ O|5f(Understanding Issue Backdating)
* 2t5 24 SCh(Automatic Issue Assignment)
o B, 2|k 2 BE HAHe| A (For Bug, Vulnerability and Code Smell)
o AMEAt 42 A (User Correlation)
o 2242l A5t AFgH(Known Limitation)
24| ™2 (Issue edits)
o 7|& ZE(Technical Review)
o 2|2| #H1A (Dispositioning)
o
o

e o o o
i=i
).
>0

xNOo
o>,

bt (General)

ChzF B E (Bulk Change)
5| 22| |7 (Purging Closed Issues)
z 23

sonarqube | Projects Rules  Quality Pro Quality Gates  Administration Yl . Search for projects lA -

Al m] _ . 1/370issues 9d 2heffort N

.
o

(]
o

Filters ) Example of basic Maven project .. | src/main/javalcom/acmelbasic/HelloWorld java
Replace this use of System.out or System.err by a logger. Why is this an issue? 2 yearsago v L6 %
v Type
vp O @ Gode Smell~ @ Major~ O Open~ Notassigned ~ 10min effort Gomment ¥ bad-practice, cert, owasp-a3 v
¥¢ Bug 12 A Administrator 2 HAE 2hoursago ¢
& Vulnerability 0
@ Code Smell 358 Replace this use of System.out or System.err by a logger. Why is this an issue? 2 yearsago v L10 %
@ Code Smell~ @ Major~ O Open~ Not assigned + 10min effort Comment @ bad-practice, cert, owasp-a3 ~
v Severity
© Blocker 4 T 170 &) Example of basic Maven project . | srcltest/javalcom/acmel/basic/HelloWorldTest java
& Critical 22 © info S0 Add at least one assertion to this test case. Why is this an issue? 2 yearsago v L8 %
e @ Code Smell @ Blocker v O Open v Not assigned v 10min effort Comment R junt, tests ¥
> Scope
B ==| Example of SonarQube Scanner f. src/main/java/com/acme/App java
» Resolution . .
Remove this method and declare a constant for this value. Why is this an issue? 4 years ago v L5 %
> Status @ Code Smell ~ & Minor~ O Open~ Notassigned + 5min effort Comment @ confusing ~
> Security Category

& my-app ' src/main/javalcom/mycompany/app/App java

> Creation Date
Make this final field static too. Why is this an issue? 12days ago v L9 %
> Language @ Code Smell» @ Minorv O Open~ Not assigned » 2min effort Comment ® convention v
> Rule
Add a nested comment explaining why this method is empty, throw an 1) Why is this an issue? 12daysago v L11 %
> Tag 0L i ion or the il i
> Project @ Code Smell ¥ @ Critical» O Open v Not assigned v 5min effort Comment W suspicious ¥
> Assignee Replace this use of System.out or System.err by a logger. Why is this an issue? 12 daysago v L14 S
> Author @ Code Smell ~ @ Major~ O Open~ Notassigned ~ 10min effort Comment W bad-practice, cert, owasp-a3 v

) my-app / srchest/javalcom/mycompany/app/AppTest java

Don't use assertEquals() inside a try-catch catching an AssertionError. Why is this an issue? 12 days ago ~ L37 %

¥ Bug v+ @ Critical > O Open v Not assigned = 5min effort Comment ® junit, tests v

0|+ ZF(Issue Types)
Ol40llS TS AI712| 930] Qct

1. Bug: HEIY0| 28 E£& 072 ¢t S22 0|0 £ = Y A4
2. Vulnerability : 2E0M SZ0| =& 2|4,

3. Code Smell : 2EE S2AAHD F2| 22|517| P B=s {2 22| 7ts4 Olfr(Maintainability issue)

Ehe

0|4 A2t (Issue Severity)
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7t540] =2 1 - SA| 8= 00} 5t= ZE

ex) 022 -=~(memory leak), IDBC HZ 0| Et5]/2| %S (unclosed JDBC connection) &
2. CRITICAL
D2cM SF0A ofE2|A0|He| S&0| &S = 7tsM0| Y2 B E= Eot AEE LIEH = 0|5 — SA| ZEE|0{0F 5t 2=
ex) Bl Fi=2| EZ (empty catch block), SQL £f2/(SQL injection) &
3. MAIOR
WU MAEO 2 e E s A= FE E2F
ex) ZE ZZHuncovered piece of code), 22 & (duplicated blocks), AF231X| %= OH7HH 4 (unused parameters) &
4. MINOR
W Aol o7t kS E o~ U B 2
ex) 20| L2 ZX| Zofok 510 "switch" E0fl= £ 3712 7} LL0{0F & (lines should not be too long, "switch” statements should have at
least 3 cases) &
5. INFO
HOE 22 2T of T2 YASHA
O|AZOZ EI2 A2 0|4 (MEL 7122 Bal)2 =9 (introduce)dtA| 942 Zio|Ct,
Sonarlint= ZE& SCM2Z CA| Push 57| 20| 22 48 2850 2% =S &0l 4 Q11 0| IWEAE =& 4 Ut
2L} AA| FROIM M2 7|52 22 glo] 2 & U= A2 ot D, 2= 230|| 7H2|7} gict.
T2 AHER 0|47} EQEIC}introduced).
A O = . :
0|4 29 0|3 (Understanding issue context
Wj 2 O|f+= AHFotCt. Ol E S0 &l 0| init-lower, camelCase ¥4 Y& 12/0| S2|5t11 My_variableOi|A 0|57t 245t A2, sie 24|E Olshote o B2 2
QHO| T 5tR| Qb=Ct.
=, =2 LS —
2L} CHE HEollM = Ol5:7t A|7| =l O] Olalfsh= ol 20| T 4~ QUCE 0]Z40] SonarQube?t 0|4 BIIA|Z[7F HA|E|= 2 0|4 2{2|EEFofL{2t &
Z 0|4 2| & A|¥5H= O|RO|C},
O|€ 50| EXZ 0|5 22|= M0 12| 52/d(Cognitive Complexity)& Z7t5h= BIMES| RE 2218 HA|sHs O AHREIC
J2{L} 7|0fst= f12|2f ZHEHSH MEF 50| O|+Z O|sli5t7|0f] 220tA] 2 F7t U=, 0lE S0 ZEE Solf L2 Z20M null ZRIEHE o 22 & 4+
L 2o
- oOT,
A2 L5t A2 0|7 S&(issue flows)O|C}. 2t SE2 0|77 Y £ = FEE SWSh= HED 228 HAISI=E YBE 22 2| FEo|Ch
O|E 0] 2|7t s 22| 42 REE Safl 02 27t US & U7| WE0|| SonarQubes 02] EES A||ITHC}
012] 2|29| 0|0 CHE ZPMISH LR blocked URL H|C|2 2t1
A A = :
Ol =8 7| (|SSU€S I|fecyc|e)
€l (Status)
HEE Issues CHS 5702| AEl = otLIE 712ICtH
* Open : (Ats) M2 0|71 HHE EY
= Confirmed : (=8) Olf+7t 282 2QI5H AEY
= Resolved : (+=&) O|f+Z 28t MEf - C+S EMA| Close =T},
* False Positive : (=) & S5
= Won't Fix : (&) 0|3t O|F 2 12|2| I3,
= Reopened : (X&) ResolvedEl 0|7t S & X QLUSTH CHA| LEEICE
* Closed : (A=) 0|7t S =& +EHO[CH
31224 (Resolution)
Close® Issue= CHS a2 &8 & SHLHE 7f2ICt
* Fixed : (AI5) CH2 2A0|M 247 SHEZ AUCHD BA|=|H 522 HEECH
= Removed : (2}5) 2 172|0| ALt THUO| AA M X522 HFEICE
Resolve® Issue= Ct3 ol 2 WY & StLIE 712ICt
* False Positive : (+3)
* Won't Fix : (+8)
Issue YAE2L
Ct2at 22 AR Issue?t A5 22 CloseE!CH — (AEH: Closed)
* Issue(2= MEN)7H SHIEH 3 E. — (52 24: Fixed)
o A DY 2|3 HIEHISIE| UL T 0|4 AFEE £ 17| W20 T 0|4 X7t Y4d5tA| 43, (0l: E2{1210| A E) — (3iZ24: Removed)
C2at 22 AR Issue?t 2522 ReOpenElCt. — (AEH: Reopened)
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FABIAL HE
* £EO2 Fixed2 ResolveE Issue(2{Lt 32240 False Positive 7t Ot'l)= 4 BA0|M 05| 2Acte A2 HA|EICH
A o A = : :
O™ O|f7t "M=ZE" 0|5l A| 0|5l (Understanding which Issues are "New")
0|79 Mo IRE &olsty| 2la 2t 24 Fof Ldn2|S2 Aalste 0|47t M2 0|5:Q1Z| £ O|M0f| E2HgH=2| 6{F 5 &I}
O] ¢ne|S2 o|sx7F Bl 2folof CHet 2EI= siA|(S 8 2|2[)0fl o|=8IT of2] 2tQl 0|52 H<L 2 HRY 2tolo] siA|7} AHZEICt
2+ IHUofl CHaH (Y O] BHRL7| HA 5) L ne|S2 0| M0l 02| 7|2 552 7t42t 0|2{5t 0|5 M 2A0|AM B0k A| Ol S 51 Y2[A7|2{1
A& stet,
YNSRI 2T SHE ALESI0] HA YRS AT CFS o4t F2|ABISZ T|F0FZCt
o 0|7t SYUSH 72/0] YD SUSH & HS oL SAUSH S SHAIE A5t BR(A2Lt BHEA| S HA[R|7} = 242 o) > MATCH
e I oM E5 0|52 LA O3 0|7t SLEHO|SE) St SYTH 720 e F2 (2L BHEA| SYsH OA|Z|7} Q= 22 OtY) > MATCH
° SUSH 2!, SUSHHAIZ] 2 SUSHH SHA| AL (T2{LL BIEA| SYS #Y L& §18) > MATCH
o SUSH 20| et SUSH KA 9t S U HS (Td2{Lt BIEA| SUSH 3 sHA|Y LeE ¢18) > MATCH
o SYUSH U SUSHH SHA| ALE(T2{Lt SYTHOIAIZ] L SYst 30| otd) > MATCH
o A2|5h= CLOSED O|&7t A&LI7 > MATCH 2! Reopen
Uz[otA| &= "7 = (base)" Olfr= 4 &l (Fixed) ZA22 CloseEICY.
Uz|5t2| o= " Al(raw)" Ols+& AMZ2(New) Z0|C},

Yot AxY o7t "MB2R" Ao2 ZYE|H Chg AE2 O|fE ASE ERLL OIS S0 23S DEO| AR 2 T2 LY A 7210] 27t A7
2
o

M

A

Of2|2t HA SRE 2| Y5l 0F 277t OfL 25 &[0{0F 712
>

o

s D2AE E&= 27)9 2 HM 24 A
Z2HO|M 2/0] Af 72|01 2R (23Rl A 2] L= |23t of hgstEl 12l)

* SonarQubeZt &= ¢1g0|= |

* 72/0] 2|80 U= BR

ZUHOZ, WH|O0|EZE MZ A|7| & Ol+E A 2EO0IM H2IAIZ 7HsH0] UL,

rr

Atz 24| g2 (Automatic Issue Assignment)

B, #4d U 3= HAje| A (For Bug, Vulnerability and Code Smell)

Committer?} SonarQube AF&2Atet
0

o5 HEE £ U= B2, 24 20 0|4 2219| 0FA|2 CommitterOfl M O|%7t Ats 2.2 SHEEICt
N2 HAY OfY 2|9l 2E 2fEe z

o
|7+(0ll: Directory/Project)= At52 2 S 4 giCt.

AL} A2t 3 (User Correlation)

2701 9 0[B|Y M2 B ASOR 0|201UCE, O SOf ALBA} O[3 T4 FHAUBED F OJY F47} SonarQube T2 HL| Yol FL,
AFE217F O12/8F Committer${ &l 2foloflAf 2rilet MZ2 Ol 47t ALg Il 25 o= Bielct.

il

In
2
>

2Tt AT B = ALEA Z2HOIN 522 alT 4 ULt
g4 2l A8t AFeH(Known Limitation)
O|#x2f HZE SCM 21210 0|4 2 At(Issue author)Of| | S &= 2552+ Z21fsh= B, 282 HAuthor)= 3o 2 X{2|=ICt

24| M2 (Issue edits)

SonarQube?| 0|4+ 2222 (Issues workflow)= 0|+ &t2|st= Gl =20| & 4= UCE. 0|70 Chal A
2

w2

& AE L 7 AY(EEM Y5t A 2lol)

r

FM &t7]|(Comment), &% (Assign), &2l(Confirm), &Zt= A (Change Severity), 5l 2 (Resolve), &3t %S (Won't Fix) & H32l 3 (False Positive)O|

fin}

Ol 212 Ml 7t2] HF2 U= o AT

A HMY= "J|& HE(Technical review)" HZC}.
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7|2 AE(Technical Review)

0E
N
k=)
I
_O,ﬂ
=

&0l (Confirm), 43! 23 (False Positive), &d5tA| &S (Won't Fix), M= HA (Severity change) & 52 (Resolve) 22 2% 0
St7| StCt,

0|9 05@% 20I517| 2|3l 0|+ 27| HE(nitial review) ot rz 7ty et _
RI” AE 7|ZHSIR, PR Y E= WA ARRIE)0| 27t & 71& F3(Technical debt) € BEZ AlZH(Time to review)O[2t1 7HYBICH 4210 MZ2 O|%E

* Confirm : 0|58 QIS 7402 "], 22 24 r"am
* False Positive : 220l M 0|5 HTHLHM 1 0|47} 0| O|RE2E MAZ 2|7t £(2| 9HeChs ZHE A ECH

JJeHA| A2 174S False PositiveS.2 EA|5t1 A& JSICH o] i Z2ME0f| CHEt 24| *PEI ?‘JOF(Admmlster Issues permission)0| T .
* Won't Fix : 2U0j|A 0|38 HTHEH 1 0|47t FESH 2A|0|2|2 HA| 2 s Z5H0F & 24| OfLlats A Y 4+ Ut &, 222 2ot E02|& 7|2
A —‘?‘—iH(TechnlcaI debt)E LIEFCHCY

2EICE O] 5t "Open” HEHO|A “"Confirmed" 2.2 0|8t}
Al

pe

JefM GAIS A4S Won't Fix2 HA|5tD 7|4 2I845iCt 0 [ ZRAE0)| st —.‘?_—Zil 2| %._(Admmlster Issues permission)0| E25tC},
* Severity change 21% ﬁ A019] St 2| 8-S KBttt O Olfr= 24|71 SRR, 7219 7|2 2= (Default severity) 2HF 4218t 24|= OFLA
L AA 2 o H2tst 2 1I E' QAT
O|= Z0|E 0]49] Alzt % 20| LQ3ICt AZistet o o T2MEof| st 24| &2 HTHAdminister Issues permission)0| Z 2 3IC},
* Resolve : Openl OI%% SO W2t AT 4= UTH SO, TS 2410 21 O|fr= Close® HEHZ HAE 20|12, EXICIH, 11 02| AEH

£ Re-openZ Z0|C},

12 0|& HAl 33 (False Positive) == 52| &S (Won't Fix) 22 HA|St= & ,
2tM E& Z2H(Quality Profile)Oil A 2t 3| HIHEaI5EA L 04 A2IE ALE SN O Z2(# 0|42
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N
rE
N

g 2, Z2UAM 2 AL =S YU|0|ESH= DS N5tz HAIRZE EA|ECL

O+ Mo 2 HE2 (O] Al H)0| 2SS YH|O|Ex|H, 2 E E2 2 H0|E(Quality Gate) HEi= A2 2 AH|O|EECH

2|z| ¥ A (Dispositioning)

Ut 0|47t 7|& 2 HE (Technical review)
Committerof| S&e| 2|2

Wy
N
E
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qr
N
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En
Uy
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]
ok
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O

ZFAIO|L} CEE AFRIO|Z| CEA| SHEHEE 4 QUCH URIS S2ot AP SHTIEl AFRAPS SITHEF2 0|40f TS DY S 8y /o],
U 2% 27t9) Lf Ol 22S Z5510] 0|47t BAIT/= 2 0| STEl AL2AL7F EA[EC
28k (General)

e
2 27| SO AX|EZ| 0|0 CHSt HdHE 7|5 E 4~ UCH Sz (Comment)2 A&l S 22| 24| ME JE0| EA|EICt 2H45H SiZ(Comment)2

=

= =2 O~
D2 E0]| Cydt 2ot 7| H5HBrowse perm|55|o)0| QU= AFZ 0|l CHal OFSCHE A *"M 27 A AHE 4 Qo
220l oA F2olM HLE|2|2t 0|50 CHSH Ef = T—P'P—f %7|§}EI7\| ooz 0|40 EHJE Z27lslE sig EiT17F F2lo] ofofl 27tel|e opaLch,

AN
0|2 EfOE MAS 4 [Tt O|fp= sl EHQE HE 2|0 Ef IS AL5H2| 0 2|0 HYE B0 25| Mg
Vs
0|2{5t 2E HHA AFSH2 0|4 ZA4 Z1} 2ko| ci2k B A (Bulk Change) SM4S AF3H0] G BH0)| 021 O|#:0f| CHH 4=3Hst 4= QICt,

n
7|24 22 Closed O|fr= 302 SO RA[EL AME &2 524 71E

o
nd
R

2tz 213
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