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Sonarlint for VS Code
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SonarQube (6.7.4+) server

2|A 9| VS Code M2 (v1.12 or above)
Java Runtime (JRE) 8 or 11 AZ|

SonarLint dz| 2l 714

1. Sonarlint extension AZ|
Mareketplace25E| AU M|
[ ]

£ Extension: SonarLint X

sonarlint

SonarLint sonarsource.sonariint-vscode
SonarLint 1120

SonarLint is an IDE extension that help: SonarSource | < 114,680 * % % Repository
SOErEorice i SonarLint is an IDE extension that helps you detect and fix quality iss...
CacheQuality for VSCode

. IDE ¢ Disable¥  Uninstall This extension is enabled globally.

Install

Contributions Changelog

SonarLint for Visual Studio Code

SonarLint is an IDE extension that helps you detect and fix quality issues as you write code. Like a
spell checker, SonarLint squiggles flaws so they can be fixed before committing code. You can
get it directly from the VS Code Marketplace and it will then detect new bugs and quality issues

as you code (JavaScript, TypeScript, PHP and Python)

How it works

Simply open a JS, TS, Python or PHP file, start coding, and you will start seeing issues reported
by SonarLint. Issues are highlighted in your code, and also listed in the 'Problems' panel.

LN X} hellojs

&) hellojs

fool) {

true*);

< strings. length; i—) {

2. VS Code A{A|2}
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3. SonarLint extension &9l
VS Code > Settings > User
L]

Settings G| o

SonarLint 9 Settings Found

User Workspace

v Extensions (9)

. narlint nnected Mode: Server
SonarLint (9) Sona » Connected Mode: Servers

Configure one or more connection(s) to SonarQube/SonarCloud. For security reasons, the token should not be
stored in SCM with workspace settings. The serverId can be any identifier and will be referenced in Sonarlint
> Connected Mode: Project.
Example for SonarCloud:
"sonarlint.connectedMode.servers": [
{
"serverId": "my_orga_in_sonarcloud.io",
"serverUrl": "https://sonarcloud.io",
"organizationKey" my_organization",
"token": "V2VKIE1l..."

I
]

Example for SonarQube:
"sonarlint.connectedMode.servers": [

{
"serverId" my_sonarqube",
"https://sonar.mycompany.com”,

Edit in settings.json

Sonarlint: Disable Telemetry

Disable sending anonymous usage statistics

Sonarlint » Ls: Java Home
4. SonarQube ®Z ZHE HY
5. SonarQube MHZEE HZ HE &40l
- serverld

- token
a. My Account > Securty > Generate New Token

Tokens

If you want to enforce security by not providing credentials of a real SonarQube user to run your
code scan or to invoke web services, you can provide a User Token as a replacement of the user
login. This will increase the security of your installation by not letting your analysis user's password
going through your network.

Name Created

- October 30, 2019
i love vscode November 29, 2019

Generate New Token: | Enter Token Name

New token "i love vscode" has been created. Make sure you copy it now, you won't be able to
see it again!

28a4fd55e5afdall8eeec8bcc9% [N RN
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6. SonarQube Abf 43
40| M MBSt HIHHO 2 settings.jsonS £ H 2 EZ 2510 serverld, serverUrl, token A& 44

O H—

'sonarlint.connectedMode.servers"”:

"serverId": "'mm_ S.mung _ileb",
"serverUrl": "http://sonarci.wdf.sap.corp:8080/sonar",
"token": "41cdacadfae6d29702a7982f4m =5

"serverId": " T m olle
"serverUrl": "http://sonarci.wdf.sap.corp:8080/sonar”,

"token": "41c4acadfae6d29702a7982f4d87: u™ B

7. SonarQube ZZ2HE HA
VS Code Settings > Workspace

Settings X ¢ ¢ O

SonarLint 9 Settings Found

User | Workspace

LUl il DT LLILIYD. ) ouil

v Extensions (7)
SonarLint (7)
Sonarlint » Connected Mode: Project
Bind the current project to SonarQube/SonarCloud using the
connection referenced by serverld and configured in Sonarlint
> Connected Mode: Servers. Connected mode allows to use the
same code analyzers, rules and configuration that are defined in
the server.
Example:
"sonarlint.connectedMode.project": {
"serverId": "the_server_connection_id",
"projectKey": "my_project”
b

Edit in settings.json

Sonarlint: Disable Telemetry

Disable sending anonymous usage statistics
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a. SonarQube MHOA Z2HE 7| §0]
SAP

Projects Issues Rules Quality Profiles  Quality Gates

Q_ Search for projects, sub-projects and files.

w e = master

Issues Measures Code Activity ~Administration v

& Bugs 6 Vulnerabilities % New Bugs @ New Vulnerabilities
«de Smells [£]
- 1 ' | = ] -
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b. sonarlint.connectMode.servers 8%
serverld: 60llA 2| H&iE serverld 48511, projectKey 2| &

@ settings.json X

tin

"sonarlint.connectedMode.project”: {
2 I]li\'eb ) »

"serverId":
"projectKey":

"com.sap.""H

November 29, 2019, 2:37 AM  Versior

m

August 25,2019
0Bugs

= 717 Code Smells
0 Vulnerabilies

November 29, 2019

November 28, 2019

Project Analyzed

November 27, 2019
Project Analyzed

Show More

Quality Gate
1BSO_PBFC_V1

Quality Profiles

(JavaScript) SonarCl_1.0_4

Key
com.sap.ibso.sportsone.extension.daming

Y . W N R P e ter!

SonarQube binding 24! _
Command palette & €0{ (Windows: Ctrl + Shift + P, Mac: Shift + Command + P) SonarLint 0] /21 & AlSH
oF &

—4BHOR AN
. SonarLint 52}

VS

Code2 I}

Js index.js

src > utils > JS index.js > @ getModuleBasedOnUserRole

v IS index.js s

export 1
L d
if (!

det = u H>EJ
el gl o om el oy omall Bl ™
¥ Refactor this function to always return the same
switd
type.
cas|
d Returns Object or String

Returns String

No quick fixes available
adminld: userRoleld

PROBLEMS (1 OUTPUT DEBUG CONSOLE TERMINAL

Jutils (1

n getModuleBasedOnUserRole{(userRoleKey, userRoleIdb {
'l
IR .

)

Filter. E.g.: text, **/%ts, I**/n

v /\ Refactor this function to always return the same type. sonarlint(javascript:S3800) [5: 8]

index.js[610, 3]: Returns Object or String
index.js[556, 5]: Returns String

Sl A ZE MR A 27|
PROBLEMS 22 E3} SonarLint & &0l 2|2
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EXPLORER
> OPEN EDITORS

-
> OUTLINE
v SONARLINT RULES

Extra semicolons should be removed on

Files should contain an empty newline at the end off

Files should not have too many lines off

Function and method names should comply with a naming con...
Function argument names should be unique on

Function call arguments should not start on new lines on
Function calls should not pass extra arguments on

Function constructors should not be used off

Function declarations should not be made within blocks off
Function parameters with default values should be last on
Function parameters, caught exceptions and foreach variables ...
Function returns should not be invariant on

Functions should always return the same type off v
Functions should not be called both with and without "new"
Functions should not be defined inside loops on

Functions should not be empty off

Functions should not be too complex off

Functions should not have identical implementations off
Functions should not have too many lines off

Functions should not have too many parameters off

Functions should use "return” consistently off

Generators should "yield" something on

HTML-style comments should not be used off

Identical expressions should not be used on both sides of a bin...
Imports from the same modules should be merged off

Increment (++) and decrement (--) operators should not be us...
fomaster O ®0AO0
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= SonarLint Rule Description X

Functions should always return the same type (javascript:53800)

Code Smell & Major

Unlike strongly typed languages, JavaScript does not enforce a return type on a function. This
means that different paths through a function can return different types of values, which can be very
confusing to the user and significantly harder to maintain.

Noncompliant Code Example

function foo(a) { // Noncompliant
if (@ === 1) {
return true;

return 3;

Compliant Solution

function foo(a) {
if (a 1) {

return true:

OUTPUT  DEI ONSOLE  TERMINAL

PROBLEMS

No problems have been detected in the workspace so far.

getModuleBasedOnUserRole(userRoleKey, userRoleld) {

Open description of SonarLint rule ‘javascript:S3800'

if (luserRoleld) {
detailPageParams = '/404'
return detailPageParams

}

switch (userRoleKey) {
case ROLES.SCHOOL_ADMIN:

detailPageParams = {
name: 'SchoolAdminDetail',

params: {

layout > Js Main.js

import React from

LoginForm() {

OUTPUT

PROBLEMS (1

Js Mainjs srcflayout (

Loops should not be infinite (javascript:52189)
Bug ® Bilocker
An infinite loop is one that will never end while the program is running, i.e., you have to kill the

program to get out of the loop. Whether it is by meeting the loop's end condition or viaa break ,
every loop should have an end condition.

Known Limitations

« False positives: when yield is used - b
« False positives: when an exception is raised by a function invoked within the loop.
- False negatives: when a loop condition is based on an element of an array or object.

Noncompliant Code Example

for ) { /7 Noncompliant; end condition omitted
VAR
}

var j = 0;
while (true) { // Noncompliant; constant end condition
s

Filter (e.g. text, **/~ts, **/node_modules/**)

® Correct this loop's end condition as to not be invariant. [+1 location] sonarlint(javascript:52189) [4, 1]
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