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Outbound ports

Bamboo Server ports

Bitbucket Server and Data Center ports
Confluence Server and Data Center ports
Crowd Server and Data Center ports
Fisheye and Crucible Server ports

Jira Server and Data Center ports
Tomcat Control Port

Default database ports

Default LDAP ports

Default SMTP (mail server) ports
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Outbound ports

Description Port Description
outbound E2iT | 443 Z2 Atlassian Marketplace@t £415t10 £M H|0|EE
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Bamboo Server ports

Application or service Egitault
Bamboo 8085
Primary ActiveMQ/JMS 54663
SSL JMS connector (primary JMS connector port number + 1) | 54664
Elastic agents JMS connector (primary JMS connector port 54665
number + 2)

Database See below

Bitbucket Server and Data Center ports

Application or service Default port Access
Bitbucket 7990 Open/public
Bitbucket SSH 7999
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Access

Open/public
Closed/private (only required for remote agents)

Closed/private (only required for remote agents connection over
SSL)

Closed/private (runs on localhost only, required for elastic agents
connection)

Open/public (only required if SSH is enabled)
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Elasticsearch 7992

7993
Remote Elasticsearch server ' 9200
Hazelcast 5701

Database HI27}7|
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Open/public
Open/public
Open/public (only required for Data Center)

Closed/private (only required for inter-node communication in Data Center)

Confluence Server and Data Center ports

Application or service Eg:_tau“
Confluence 8090
Synchrony 8091
Hazelcast (Confluence) 5801
Hazelcast (Synchrony) 5701
Cluster base port 25500

(Synchrony)
Multicast port (Synchrony) | 54327

Database HF27}7|

Access

Open/public

Closed/private: 7|3t Z2A|2 E5 57|32 ConfluenceOilA &2|sH= 22 (default)
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Closed/private (only required for inter-node communication in Data Center)
Closed/private (only required for inter-node communication in Data Center)

Closed/private (only required for inter-node communication in Data Center)

Closed/private (only required if you're running Synchrony standalone cluster in Data Center)

See Possible Confluence and Synchrony Configurations for more information on the options for running Synchrony.

Crowd Server and Data Center ports

Application or service Default port Access

Crowd 8095 Open/public

Database See below

Fisheye and Crucible Server ports

Application or service Default port Access

Fisheye Crucible 8060 Open/public

Database See below

Jira Server and Data Center ports

Includes Jira Software, lira Service Desk, Jira Core, and Portfolio for Jira.

Application Default
or service port Access
Jira 8080 Open/public
Ehcache 40001 Closed/private (only required for inter-node communication in Data Center)

Ehcache object | 40011 Closed/private (JIRA7.13.10

Aoz MHE 0| KA JIRA= 22 AFE properties IO A echache.

[&0llM 7|2
object.port = 40011 43S Ar2E 4 USLICH

Database See
below

Tomcat Control Port

Tomcat2 CHFE22| OtS2tA AFS Hst= S8

D20 MHQULICH 7|20 2 Mo ZES 8000 LIC}
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http://confluence.curvc.com#database port
https://confluence.atlassian.com/doc/possible-confluence-and-synchrony-configurations-958779064.html
https://confluence.atlassian.com/kb/ports-used-by-atlassian-applications-960136309.html#PortsusedbyAtlassianApplications-database
https://confluence.atlassian.com/kb/ports-used-by-atlassian-applications-960136309.html#PortsusedbyAtlassianApplications-database
https://confluence.atlassian.com/kb/ports-used-by-atlassian-applications-960136309.html#PortsusedbyAtlassianApplications-database
https://confluence.atlassian.com/kb/ports-used-by-atlassian-applications-960136309.html#PortsusedbyAtlassianApplications-database

Default database ports
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Database vendor Default port
PostgreSQL 5432
MariaDB 3306

Microsoft SQL Server | 1433
MySQL 3306
Oracle 1521
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Default LDAP ports
JiraOll A 9|5 AFE 2} Cl2E 2|2 M3st2{® LDAP Cl2iE2|o] ¢ 20| Cfst 2|21 ThEL|ch

Service Default port
LDAP 389
LDAPS (SSL/TLS) ' 636
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Default SMTP (mail server) ports

Cheizol OLSHAIRH OB 2IA 0SS YIS BLT| 913 I Mui7E 74

il
»
©
r
]
2

o

L MHE2 BE ZE 258 AESI=8 FEE UL

o

1z 213

* Ports used by Atlassian Applications | Atlassian Support | Atlassian Documentation

2014 - 2023 CURVC Corp. All rights reserved


https://confluence.atlassian.com/adminjiraserver/connecting-to-an-ldap-directory-938847052.html
https://confluence.atlassian.com/kb/ports-used-by-atlassian-applications-960136309.html
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