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Noncompliant code example

With the default threshold of 3:

public void run{) {
prepare("actionl");
execute("actionl");
release("actionl");

3

@SuppressWarning("all")

private void methodl() { . H
@SuppressWarning("all")

private void method2() { - }

public String method3(String a) {
System.out.println("'" + a + "'");
return "“"“;

Compliant solution

private static final String ACTION_1 = "actionl";
public void run() {
prepare(ACTION_1);

execute(ACTION_1);
release(ACTION 1):

nullChE S Eo HA2 A3 SAE o HUICH 013 3L A TR SRV LHE 4T o0 OfHE Y2l TRAIAT A 4 g U,
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Noncompliant code example
char "pl = ... }
if (pl == NULL && *p1 == '\t') { // Noncompliant, pl will be dereferenced IFF it is null
Y/
}
char *p2 = ... ;
if (p2 != NULL) {
e
}
*p2 = '\t'; // Noncompliant; potential null-dereference
char #*p3, *p4;
p3 = NULL;
VD
pd = p3;
*nd = 'a'; // Noncompliant
Compliant solution
char *p1 = if]
if (p1 != NULL && *pl == '\t') { // Compliant, *pl1 cannot be evaluated when p1 is NULL
/o
}
char *p2 = ... ;
if (p2 != NULL) {
/s
*p2 = '"\t'; // Compliant
}
O{lAI3
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Sensitive Code Example

String username
String password
Connection conn

"steve";
"blue";

"user=" + username + "&password="

Compliant Solution

String username
String password
Connection conn

getEncryptedUser();
getEncryptedPassword();
DriverManager.getConnection("jdbc
"user=" + username + "&password="

L B co| 2 &1}
L REQ| oIt RE 21QIS Hof A 7HeY 7|0 YgFS ojLch

DriverManager.getConnection("jdbc

:mysql://Llocalhost/test?" +
+ password) ;

imysql://localhost/test?" +
+ password);
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