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2.8 2E5HA| 42 7| 20| At Bug Major
9 2AUSHA| 2 2t A Bug Major
210 St=E2EE U455} 7| Bug Major
212 AME8ASIEL|AT XMYss 7|2 S E2E | Bug Major
2,13 FMZ otof| ZEE ALAH Z2YE Bug Major
2.14 £E Q0] YUT 5li4| B AL Bug Major
2,15 284 dAgle ZE OREE Bug Major
AlZE LAY 3.2 ZREA| g2 BER £ AP B Bug Major
MERE 41 L HARE ST FEES Bug Major
42 27 e g 2 Bug Major
4.3 22302 22| Bug Major
Hast 6.2 AH=A| 1 2 o 2= Bug Major
6.3 AL GO|E HE-Z Bug Major
6.4 Public A= E Btatel Private B E Bug Major
6.5 Private Bi&0j| Public &|0|&{ &t& Bug Major
APl 28 7.1 DNS Lookup®| | &5t EotAZ Bug Major
2 Z|QFst APl AtE: Bug Major
BYOIHL ATEQO| HOloHY ATt 48
HYHOIUE AT EQO] EOFFH2 Itk F2{7101 2|A| A4S 2 CHS0| A= "HYQHA R Eotory T2nlg T2ME R 4y = Sonar Scanner & &
E=1Ee

sonarqube Projects Quality Profiles

Quality Gates  Administration [ C. Search for projects...

¥¥ Bug @ Major W egovernment-security, egs-cl

Available Since Jul 26, 2021

= sonar-egovernment-security-sample 1y [+ master © July 28, 2021, 8:19 PM Version unspecified {3}
Overview  Issues  Security Hotspots  Measures  Code  Activity  More = Project Settings = Project Information
- a4 import javax.servliet.http.HttpservlietHesponse;
= 1 5
b €3 b 6 class CEGB125ample {
7
sample/curvc/CEG008Sample java 8 public void test(HttpServletRequest request, HttpServletResponse response) {
9 String lastlogin = request.getParameter(”last_login");
XPath Injection. 18 String[] straArr = new String[Integer.parselnt(lastlogin)l; // Nencompliont {{F+& THIEZL.}}
¥¥ Bug
M4 2B EELD. Whyis this an issue? last month + L10 %
sample/curvc/CEG0095ample java ¥ Bug~ @ Major= O Open~ Notassigned » 5min effort Comment W curvc, egovernment-security =
LDAP Injection.
11 ¥
¥ Bug 12
13 public vold test2{HttpServletRequest reguest, HttpServletResponse response) {
sample/curve/CEG010Sample java 14 string lastlogin = request.getParameter(”last_login");
N 15 int wal = Integer.parseInt(lastlogin);
Cross-Site Request Forgery. i £ e = _)’
16 String[] strArr = new String[vall: #~

curvc-egs-javaiCEGD12 %

E-Government Security (Java) Constant/issue: Smin

ol

ATEQ|of Hotory 4 st=ast A|A
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¥ Bug

B Vulnerability

& Code Smell

D Security Hotspot
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Activation Severity

& Return to list

[R017]5] MR 22 42 AL

¥¥Bug @ Major % egovernment-security, egs-c2 =

ZFE|TED java.util Random 2 2} -
java.security. SecureRandom S22

.
ra
[F]
ol
=
2
o
K
in

i, int scope) {

Random jur = new Rando

jur.setSeed(new Da

¥ oelse {
insertRandom2{cnt

scope);

2 1

return ran;

Available Since Jul 26, 2021

T 6135 rules

curve-egs-java CEG024 Sy

Constantfissue: 5min

E-Government Security (Java)

DEQO 2oroFy 2T HM
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Search for projects

= sonar-egovernment-security-sample ¥y master ©

Overview Issues  Security Hotspots  Measures Code  Activity

Mare =

[T E] 2TEY 0] Loty FIEH MIA

Quality Profile : @ HE 2 2MFH (java) - 2021-07-28 20:19:07

July 28, 2021, 8:19 PM  Version unspecified {y

Project Settings - Project Information

Download as PDF

ororg
Categories Rule Type Severity # of issues
dEHMolg B 2L EH 1.150L & # Bug 2 Major 1
12ZE =5 QA ¢y & Bug @ Major 1
133EAA0|E AFEE & Bug @ Major 1
14 2FHH B ¢ # Bug @ Major 2
16 MZEX| Y= URLZLZ HETFSE BE % Bug @ Major 1
1.7 XQuery & # Bug @ Major 1
1.8 XPath &r¢! & Bug @ Majer 1
19LDAP &2 & Bug @ Major 1
# Bug @ Major 1
# Bug @ Major 1
# Bug @ Major 2
# Bug @ Major 1
=575 & Bug @ Major 3
24 F%T =5 LU F ME # Bug @ Major 1 .
LD EQ)0| £otord 2T B0A PDF 28
Downloads as PDF 22| Al, PDF £2 CIREE & 4 /o0, T332} 22 ALEg|o] Bolery 1T BIME 92 4 AUt
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ZA3IAH A
-sample.. 1 /2 —  109% + [H ) ¥ 5
[HUTE] 2D ER 0] BotofH ZITH BN
*olEEy
Project sonar-egovernment-security-sample Reported on 2021-08-06 16:58:35
User Administrator Last Analyzed on 2021-07-28 20:19:07
Profile HHUHE H2HE (java) Quality Gate Sonar way
Category Rule Type Severity # of issues
UAHI0|E HE X BEH SOL Y Bug Major 1
YAG0IE FE A BH PR Z5 G X oY Bug Major 1
UAH0|E HE U HH d2AMO|E ASZE Bug Major 1
Yoy FE U BH ZEHH HEA Y Bug Major 2
UAG0E EE % EH HEZ|S|A Y= URL £42 AHEH4 U8 Bug Major 1
YAG0|E FE A BH XQuery Y Bug Major 1
UAC0E FE W EH XPath £ Bug Major 1
YAC0E HE W EH LDAP H% Bug Major 1
UHCI0H 25 ¥ B#H FAZAMOE QFEAZE Bug Major 1
YAG0|E FE A BH HTTP 8= Bug Major 1
UAC0E FE W EH Yl 2HERS Bug Major 2
G0 HE A EH ZH A MY Bug Major 1 A
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