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$ openssl rsa -in root_wi th_pass. key -out root.key
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ssl_certificate / etc/ ngi nx/ssl/nginx.crt;
ssl _certificate_key /etc/nginx/ssl/nginx.key;
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ssl _certificate root . pem
ssl _certificate_key root.key;
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server {
Ii sten www. exanpl e. com 80;
server_name ww. exanpl e. com

listen 443 default ssl;
ssl _certificate [ etc/ngi nx/ssl/nginx.crt;
ssl _certificate_key /etc/nginx/ssl/nginx.key;

ssl _session_tinmeout 5m

ssl _protocols TLSvl TLSvl.1 TLSv1. 2;

ssl _ci phers ' ECDHE- ECDSA- CHACHA20- POLY1305: ECDHE- RSA- CHACHA20-
POLY1305: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256:
ECDHE- ECDSA- AES256- GCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA-
AES128- SHA256: ECDHE- RSA- AES128- SHA256: ECDHE- ECDSA- AES128- SHA: ECDHE- RSA-
AES256- SHA384: ECDHE- RSA- AES128- SHA: ECDHE- ECDSA- AES256- SHA384: ECDHE-
ECDSA- AES256- SHA: ECDHE- RSA- AES256- SHA: ECDHE- ECDSA- DES- CBC3- SHA: ECDHE-
RSA- DES- CBC3- SHA: EDH- RSA- DES- CBC3- SHA: AES128- GCM SHA256: AES256- GCM
SHA384: AES128- SHA256: AES256- SHA256: AES128- SHA: AES256- SHA: DES- CBC3-
SHA: | DSS' ;

ssl _prefer_server_ci phers on;

I ocation /synchrony {
proxy_set _header X- Forwarded-Host $host;
proxy_set _header X-Forwarded- Server $host;
proxy_set_header X- Forwarded-For $proxy_add_x_f orwarded_for;
proxy_pass http://1 ocal host: 8091/ synchrony;
proxy_http_version 1.1;
proxy_set _header Upgrade $http_upgrade;
proxy_set _header Connection "Upgrade";

| ocation /confluence {
client_max_body_size 100m
proxy_set _header X- Forwarded- Host $host;
proxy_set _header X- Forwarded- Server $host;
proxy_set_header X- Forwarded-For $proxy_add_x_f orwarded_for;
proxy_pass http://1ocal host: 8090/ confl uence;
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server {
listen 443 ssl ;
server _name confluence. curvc. com

ssl _certificate root. pem
ssl _certificate_key root.key;

ssl _session_tinmeout 5m

ssl _protocols TLSvl TLSv1.1 TLSv1. 2;

ssl| _ci pher s ECDHE- RSA- AES128- SHA256: AES128- GCM SHA256: ! RC4: HI GH: ! MD5: ! aNULL: ! EDH;
ssl _prefer_server_ci phers on;

location / {

proxy_pass_header Server;

proxy_set _header X-Forwarded- Host $host;

proxy_set _header X- Forwarded- Server $host;

proxy_set _header X-Forwarded-For $proxy_add_x_f orwarded_for;
proxy_pass https://1.1.1.10:8080; # IP

}

error_page 401 402 403 404 /error.htnl;
location = /error.htm {
r oot htm;

}

error_page 500 502 503 504 /50x.htm;
location = /50x. html {
r oot htm ;

}
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