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23 2M : Configure user provisioning with Okta

A =

Atlassian 22| 2|2}

Atlassian Access -t

Zojel Sol etg

7|3} 2 AF20||A| HMA 2SS 20{5t2{H Jira £= Confluence AIO|EQ| 2|z} Hot LR

A 2 A

Okta 22 A 0t57

Step 1. SCIM CJ2lE{2| 444

Step 2. Okta®|A SCIM API £8 245t

Step 3. OktaOf|A{ O|0f|Y =47t SHIEZ| 2fel

Step 4. Push groups to the organization (Z2H|AY])
Step 4. 24| a2 YH

Step 5. SAML Slngle Sign On A45}7|

Okta 2& A& ot=7|

Atlassian Access +S2Z= Okta RS2 4|4 /40| 7tsEL(Ct

1. 2¢h> SAML single sign-on Oili 22 4t E CllEf2| > R 28|24 Oy ME
2. 5 Yo IDSSA7t YEL7P 20 R& Okta AlY 25712 44
# WA ATLASSIAN 22| curvcloud e C=E2 ®E =9 ®BF 4%

ZE|R / curvcloud
olr0lE . . D 23Xt sk
fol SAML single sign-on
ZAa 22
SAMLE £3t single sign-onZ AHZEHE AL
ol m o] 2E Atlassian Cloud HE0 244~
’ BE Atlassian A0l S7|55HH 2.
2==
o ofs SAML 7+
22 Okta A7 2Hs7|
s AE SAML 7 2 AHEoHs ID MBS 8t GELICH [H2 1D H S §H 2 93 SaML 7
He Bxsie
SHr YA
SAML 7td =7t ool A
oI5 D HEYHE =7| 43 £ AEE| D, 550 URL L 87K 500 915 2t 7tA et 0f7] samL 3 o SAMLE DISE =HEel e
o kM, HHasTERsdn

SAML single sign-on
SAML 74 =7h .

Step 1. SCIM C|&E{2] 24
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1. admin.atlassian.com > E0t > ID g4t U= ME > ID 3= AI0|A Okta 22l

¥ 4%

clEee  HE

A ATLASSIAN Z2|XF Neest v 72

| Z2H[H g H2|FLIC ID SSAHE U3 2 Single Sign-On X ALS

(o) Choose - Choose

Cyberark Idaptive
SCIM 2 SAMLS
.

Active Directory Federation
Services
scam g
a3

2 otof Eata

Choose Lot Choose Choose
() G >

Google Workspace Microsoft Azure AD
H SCIM 2 SAMLE
ot

Google Cloud Identity

A SBte

gle WorkspaceS: AF8

2uUEyY
ZA 2

HME = okta Choose o Choose @ Choose
2AA0|E Onelogin Ping Identity

SCIM S SAMLE 4
Ct

rim
ujy
J

2. Cj2Ef2] 015 91 27t b

X
ID SEAHE F715H 2

ID 332 0152 Aot 7t CI2|E 2|7t RhEojFL
ct.

121 042 1D 2EAHE SR Single Sign-On L AHETH E2
HHgS 4E 5 e

EECERE

Okta

=
=2

0jo

3. ARBAt Z2H|IAY 4 33 ) Cf

X
ID 3EX A

D ZSAHE AHI2] Atlassian Z 5|0 AZ3}0] 9|5 CIE2|0) 7] HM 2SR, 1D SSA AZ0]|

I
CHel ZbMIS| 2ot |

ARSI Z2H|XY

ID ZSA2 ABAIE A5 o2 Z2H/HY X
UES B8, Z2H|IX Y SHHSH R,

SAML Single Sign-On 273 NS Z2H| MY Y

Ot g, LSO SFstSLCH

O ciEEvt o x
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4. SCIM 7|2 URL, API 7|5 CtE 20| SAISICE (CHA| BAIZR]| gt O 2 or S 20| A{SIC})
X
AlEBE7| FHojl Z2H|NY 2 MEsta As
ARt ERE MY 2
SCME S3 ALEXF Z2H| KPS JHst0 1D S3SAHE ZH0 3Ast2{2 0| URL X 7|8 1D S X0 EARLICE
M2 H XS0l Chaj KEAS| Lore 7|
SCIM 7|2 URL
EAb
API 7|
A
API 7= MESIX| @aUCh s 20 23
=
5. SAML (Single SO)E #4g &H|7t £ACHH SAML BF S S2lstil, 1Z 2| o™ SCAM 78 S| & A &E 22§t
* SAML 23 SICHH, Step 55 2RSiCt,

Step 2. OktaOlM SCIM APl & &d3}

1. Oktad| 2321 > Applications H|'F > Browse App Catalog > Atlassian Cloud ZA & Add Integration H{E £2!5t0] OE2|A|0|d 27}
® 32 days left in your trial. Contact Sales
See Okta's Business Continuity plan for COVID-19 here:Our Commitment to Customer Success: People, Business, and Service Preparedness @
okta Qsseer B8 e
Dashboard v
Directory . =2 Applications @ rielp
Security v STATUS @ Okta Admin Console
oo 5 0
O o @ | Onasowssrugn
Reports v
2. General Settings > Next 22 o
3. Sign-On Options > Next 22! (SAML Single Sign On 442 Step 5. SAML Single Sign On &&5t7| 2t=%)

4. Provisioning > Configure API Integration 22!

okta Q search.

Dashboard
A ATLASSIAN

Active ¥ 8

Directory

People

Atlassian Cloud

View Logs  Monitor Imports

General

Groups
Settings
Devices

Integration

Profile Editor

Directory Integrations

Profile Sources

Customizations

Applications
Applications

Self Service

Security

Import

Push Groups

Adassian: Configuration Guide
Provigjoning Certification: Okta Verified
This proYsioning integration is partner-built by Atlassian

Contact palper support: support@atlassian.com

Provisioning is not enabled

Enable prpvisioning to automate Atlassian Cloud user account

creation, deactivation, and updates.

Configure AP Integration

® 88

now.kim@curve.com
curve-trial-8346132
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5. Enable APl integration 22! > Step 1-40A {25t SCIM Z|& URL, API 7| 23 > Test API Credentials 22| > Save

00  nowkim@curve.com
oktu Q search. 00 curve-trial-8346132
N Settings
Dashboard v
Integration
Directory ~
Provisioning Certification: Okta Verified

People This provisioning integration is partner-built by Atlassian

Groups Contact partner support: support@atiassian.com

Devices

Cancel
Profile Editor
nable API integration

orectony ntgratons

Profile Sources
Customizations v Base URL htty tl: b1! 47fe-45c6-ai
Applications ~ API Token esesessscscsesscsece

Applications

Import Groups.
Self Service
—
Security v
Workflow v
hopar: .
22y AUste 2M BAE S 2 (RR ion
6. To App 22 > Hst= M 243 T A& (AR : User provisioning features
okta Q sowen .
— aim | -+ [cmane
o
N Provisioning to App eait

s a user's Atlassian Cloud account when it is in Okta or their Okta account

be reactivated if the app is reassigned to a user in OK

Atlassian Cloud Attribute Mappings
st n Ofca.

Seloct a(n) Atiassian Cloud attribute o so ts valu based on valuss st

is deactivated.

Step 3. OktaOi|A{ O]

£ AIE Al
£40] Okta2| SAML SSO &1t SCIM At

1 ARE2} EZ2H[ZY2 0|0|Y FA
o MEtM A2 | O|H|Y A
Atlassian AlZE 22 & 4+ At

FO|

—

fol

FAIF ZHEA|

J

5t0] Atlassian QO|Af AFRZIS Al

2 T 2H|

CI2 Al Atlassian HlZ2 445}
|

7{Lt 7|2 Atlassian 74|2*01|
BE

2ottt

)

W(Cloud) 4 710] Yx|5}2| YO0 AIRAHE 2

1. Okta®| A2t provisioning E40ilA] Primary email £40] OjZ<|= LEE &QlIstct,

e 7|23 email

Attribute Attribute Value Apply on
Type

METFOIE Personal Configured in Sign On settings
userName
Given name Personal user.firstName Create and v x
givenName update
Family name Personal user.lastName Create and y %
familyName update
oMl Personal user.email Create and y: o
email update
Primary email type Personal (user.email != null && user.email I=") Create and y %
emailTyps ? 'work' 1 " update
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2. Okta2| Sign On ®0|M Credentials Details 44440i| A Application username formatO| 10{A &It email2 =|O{U=A| EQIBHTE,
* Oktae Atlassian AlE S 85U HZS ) AHBAL APl 0| WEE SSO O|of|Y A Z MESICE

A
=
3. Update application username onO| create and updateZ &|0{=2| EHQISHC}

Credentials Details

Application username format oo &
i i A O 20| E
Update application username on Mg gl ol C Update Now
Password reveal Allow users to securely see their password
(Recommended)

Step 4. Push groups to the organization (22| *4)

1 2AM S22 5 H2|ot= Ui CI2E 2|2 AFE510] ALEAF AT L 20| A S S22 Heleteid 0§ S7I8t 7|52 AF8sts 20| ECt
0l MMoME O 7|8t 22lE dsts WYl chs Sy s

= Push Groups & AssignmentsO| AF2Atet 10| 2| ko™ Stepsd 24| of

LB—C

Yy
E
N

1. Application > ¥ £ Atlassian Cloud AE# > 1E 0|22 =2 27|

® 32 days left in your trial. Contact Sales

Ses Okta's Business Continuity plan for COVID-19 here:Our Commitment to Customer Success: People, Business, and Service Preparedness @

okta Q search (@ 93 nowkmEeuccom

curve-org-4962377

Atlassian Cloud

Dashboard v A ATLASSIAN
Active | | & ] [ 2] 4] viewLogs Monitorimports
Directory . (A
Applications R General  SignOn  Provisioning  Import _ Assignments
Applications

Push Groups to Atlassian Cloud

Salf Service

© Pushcrouws - IEREE (o] o soaen
Security -
© Find groups by name
Group in Atlassian Cloud Last Push Push Status
Workflow e arch for specific groups to push.
Reports v
E
Settings v

By rule

No groups found for this filter

Okta, Inc. Privacy Version 2021.091C Status site Download Okta Plugin  Feedback
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= ol = |E7-IAH%i I.
2. 7||_ Oktaoﬂ M J-ET 0 (== M| —l——l—7

Search 0Q  nowkim@curve.com
okta Q seare @ B e
Dashboard v General  SignOn  Provisioning  Import  Assignments  Push Groups
Directory M

Push Groups to Atlassian Cloud
Applications ~
Applications Close
Self Service
Pushed Groups Push groups by name.
Security v Al
To sync group memberships from Okta to Atlassian Cloud, choose a group in Okta and a group in the app.
Workflow v Errors
o Confluencd
Reports v
8y rule
Push group memberships immediately
Settings ~
Group Match result & push action
O Coueres No Match found
© Create Group ~
n Save & Add Another
= ol |.EI-E:II | -||—I &l
3. O30 U M-S Z2HAY &

Sear 00 nowkim@eurvecom
okta Q Searc! 00 curve-org-4962377
Dashboard v « Back to Applications
Directory v Atlassian Cloud

A ATLASSIAN
Applications ~ | A [ 2] 2] viewLogs Monitorimpo

Applications
General  SignOn  Provisioning  Import  Assignments  Push Groups
Self Service
Security . Push Groups to Atlassian Cloud
Workflow M PYEEET R | = Refresh App Groups | [~ Bukdit | [ &
Reports. v
" Pushed Groups Groupin Okta Group in Atlassian Cloud Last Push Push Status
Settings ~ Al Confl Sep 16, 2021 Active * L ]
6:40:03 PM
Errors
By name
By rule
Okta,Inc. Privacy Version 2021091 C Status site Download Okta Plugin
i i M L=d I Ll &
4. admin.atlassian.net 2301 > 4 > AHEA} Z2H[%'d =10l
# A ATLASSIAN 22| wetv  Jie cEsEl mE =9 B3
B/ Neest
AHSAF Z2H|X
=o2
1)
oz Hgm
Confuence 8 s 2
y - 6188745b-1160-4721 8

Step 4. =4l iZ Y

* Push Groups = AssignmentsOi| AbEA[2t T1E0| LE2| 9foF T2H|[Xde 4 QiF
= PeopleO|Lt GroupOilA Atlassian Cloud App2 Assign(7-=)3a{0F SHCt.

N

>

J

k=l

AHFHE
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1. Groups > Manage Apps =&
okta Q_search

@ 98 nowkimeaunceom
00 curve-org-4962377

Dashboard v « Back to Groups
Directo -
& O Confluence
People No description

Profile Editor

[ e

Directory Integrations People  Apps  Directories
Profile Sources Group Members.
Show | 50 v
i People and apps can be members of a
Applications ~
group. People are automatically
Person & Username ~  status
assigned any apps that are members of
Security ~
gildong Chang Active agroup.
Workflow v gikdong chang@curvc Use Manage People to add and remove
gildong kim Active people from this group. Use Add Apps
Reports v gidongKim@curve.com and Remove Apps to do the squivalent
forapps.
gildong Lim Active o
Settings ~

gidong im@curve.com
How do | edit the group name and

description?
Showing1-3 of 3 -
Hover your mouse over the group name

or description to edit them inline.

Okta, Inc. Privacy Version 2021.091C Status site Download Okta Plugin  Feedback

AH
aul

2. Atlassian Cloud A & Assign

Assign Applications to Confluence
bearch...

AATASSAN  Atiassian Cloud

t

w

|l
In
rr
rx

m
>
0ol

, Save and Go Back HE S2l

Assign Applications to Confluence

Extrainfo is needed to assign this app to a group.

The attributes below will apply to all people assigned to this group.

Preferred language

Time zone

Organization

Department

Cancel and Go Back

Step 5. SAML Single Sign On 245t7|
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i A ATLASSIAN ZHE2[R} Nestv 2

HoHIl0|E

AER ok

k]

HolE| 2=
HloJE] BF
P38 85

Y Y

ENED
w23

BuEHE

oIAfole

clEfe

Directory name =

HE 37

EL:

o

ID 32AH= ZIAL| ALB AL IDE MEoHe RYLICL ID SSAHE AZSO ALSAL I 158 S7I3pE
REA3| 2ot

Number of domains Single sign-on

0

1-10f 1 result

Provisioning

ENABLED.

Results per page: 20 v

M2
= O

2. SAML Single Sign-On

22> 08

Ntest v 7H2

A ATLASSIAN 2|t

HokIto|E

cle2)

D B CIAEIZI0N CfPt A8 915 X Z2HNY HYS 22 BUSL 2AS 42

A58

HE o o=ot "R

ek

22|X} / Ntest / ID 2K

Okta

R s71%E 18 azg sl
ot 22 0 0 0
ag 7| =t R
HioE] BE
P88 2=
23
2ur o FH
oz
- AFBRHE RIS 321 SAMLE BB 2Ol FSUICE
e -on 2% >
Aug NS
ArgxH Z2H|XY
QIAtol=

BB AEAE RS2 S7|aLCh

258z 20 87|

BILICE ID 324t CIHE2| 0l CHs) bS] Lotz

3. Okta 2|2} H|O| 2| 0| > Applications O+ > Atlassian Cloud 2&! > Sign On > = 5ttt View SAML setup instruction > aig

0l 20 47|

* |dentity provider Entity ID
* |dentity provider SSO URL

ID A SYLA| AE{E| ID
ID A S| SSO URL

* Public x509 certificate = 27l x509 21

JEPT

0

okta
Dashboard v
Directory v
Customizations v
Applications ~
Applications
Self Service
Security v
Workflow v
Reports v
Settings v

Q search.

. using SAML with no password.

SAML Signing Certificates

Type Created Expires Status
SHA-1 Oct 2022 Oct 2032 Inactive
SHA-2 Oct 2022 Oct 2032 Active

User authentication

Authentication policy Any two factors  View policy details

Actions

Actions

Actions.

Edit

now.kim@curve.com
curve-trial-8346132

® 88

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.
2 View SAML setup instructions
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o Then follow the steps below:

« ldentity provider Entity ID: Copy and paste the following

http:/ /v, okta.

« ldentity provider $S0 URL: Copy and paste the following

https://trial-g83

'/ 880/ saml

« Public x509 certificate: Copy and paste the following:

SAML M| B2 EE =7}
SAMLE E7t517| I3l ID 22A7H 22 0{0F B ARS:
o IDSSA HEHE| URL

o ID 324t single sign-on URL

o Z71x509 CIEA
0] HO|X| 2 E0t2tM H7[0f SAML M8 H2E 225U
SAML single sign-on®l T ARA|S| ZOHL7
ID HIZ YA HEE] D
http://www.okta.
D M= M7t SAML 2.00] AFHESH= URLYILILCE

ID M| Sl sSO URL

https://trial- EETIREE| R '/sso/saml
D HZ M7t H e samL A= ZelE yrLLCt

MIIDqCCApKgAWIBAQIGAYOIDDOXMAOGCSqGSIb3 DQEBCWUAMIGYMQswCQYD
VQQGEwJVUZETMBEG

ATUECAWKQ2FsaWZvem5SpYTEWMBQGATUEBwwWNU2FulEZyYW5jaXNjbzENMASG
ATUECgwETZ2tOYTEU

MBIGATUECwwLUTNPUHvdmIkZXIxFAUBgNVBAMMDXRyaWFsLTgzNDYxMzlxH

HH AT HE BARH 20 2oN 8.

N

>

J

k=l

AHFHE
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4. M|~ Z52F AEE] URL, MHIA ST ACSE SIS (SAML 724 27| 2 L=l &9l 7ts)
URL SAL et e | 4 A
ID SEXH0| URL EAL
ID BSAM SAMLE F5He Ol 2Rtk Al
o AH|~ SR AEE] URL
o AMH|A ZGAFACS(Assertion Consumer Service) URL
SAML single sign-on®| CH3H AfM|3] LOp= 7]
QX=X Ol HO[AIE CRA| B=E £ AS LT
AMH|2 33X AEIE] URL
https://auth.atlassian.com/sam| SAF
MH|A Z 3Kt ACS(Assertion Consumer Service) URL
https://auth.atlassian.com/login, A
thg
5. =09 MEt & o3 HE S&
EHI HZE TFEHE
ol e i B |- | cdl -I | | e
=HQl= ID St C[HEE(0 HZ
StLp O] 42| 2O 218 Oktall HAZTLICE =0 2le SIZSHH =212 A=A AIFOo|
Of CIHHZ| M Ar5 22 HZE UL
SO AZEOf Chal AbMS| Zot= 7]
=ojel HAZ
almdemo.curvc.com X v
sz oE

6. SAML 78 A& HE 22504 5SSO 28 Ay
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7. SAML 74 27|2 2 &0l Jts
A ATLASSIAN 22| Xt Ntest Jg  CldEz] HME o290 H3 4%

=ototole
E2[At / Ntest / ID 3SA
Okta
A% ot
o1 g4 ID 32Xt CIHE2(0] T2t ARG A} 15 S T2H|Xd 482 20 HYSID 2HE SHZTLICH ID 32X CIE 2|0 Chal ZpA|S] Lote7|
D 337 i
57I31E A 8% 0 57/31E 15 e ool HERE
ol 2 0 0 1 1
EEEE ol &7 Y 27
e 27| E09l 27| =27
PS8 85
%y
DHHY A
as
uE SAMLE HESH7Lt HZS12 2 SAML PA8 HOlst 2.
AAaza
HAuE NE
anole Arg Rt Z2H|HY

At 28 BT AEAE A5 2 S7|SLE

ez 217

8. Okta +2|2} H|O|Z| 0| > Applications B4 > Atlassian Cloud 2& > Sign On
* Sign on methods : Secure Web Authentication > SAML2.0 &

oo Kim@curve.com ,
okta Q searen @ BB nneres
Dashboard v to Applications
Directory v Atlassian Cloud

A ATLASSIAN

Customizations v [ cte + |
Applications. ~
General Provisioning  Import  Assignments  Push Groups.
Applications

alla ‘ ry ‘ View Logs  Monitor Imports

About
Self Service i ance
Settings Cancel SAML 2.0 streamlines the end user
experience by not requiring the user to
Security v

know their credentials. Users cannot

i hod:
Sign on methods edit their credentials when SAML 2.0 is

Workflow v

configured for this application.

The sign-on method determines how a user signs into and manages their credentials for an

Additional configuration in the 3rd
Reports v application. Some sign-on methods require additional configuration in the 3" party application.

party application may be required to
sett Application username is determined by the user profile mapping. Configure profile mapping complete the integration with Okta.

ettings ~

Application Username

> Secure Web Authentication
Choose a format to use as the default

username value when assigning the
SAML2.0 application to users.

If you select None you will be prompted hd

9. 2= 3}t View Setup Instructions HE 22

. 00 nowkim@curve.com .,
oktq Q search. ® 88 curve-trial-8346132
—-_—
Dashboard v
SAML Signing Certificates
Directory v g g
SAML Setup
Customizations v Single Sign On using SAML will not
Generate new certificate
‘work until you configure the app to

Applications. ~ trust Okta as an IdP.

Type Created Expires Status Actions

Applications 2 View SAML setup instructions J
sHAt 0Oct 2022 0Oct 2032 Inactive Actions ¥
Self Service

SHA-2 Oct 2022 Oct 2032 Active Actions ¥
Security v
Workflow v

User authentication Edit
Reports v
Authentication policy Any two factors View policy details

Settings v

10. Advanced Sign-on Settings MA40f| C+S g2 1215t & 2{&sict,
* Unique ID : MH|A B2t AE{E] URL https://auth.atlassian.com/saml/ 5t2| 28 £0{'d=Ct.
OflAl) MHIA Bt AE{E| URLZ} https://auth.atlassian.com/saml/alb2c3d4 O|H Unique ID= a1b2c3d4 O|Ct,
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& Okta Directory

SAML 4

MH| 2~ ZFX URL SAt

MH

2 ZZAURLE SAISHH ID 3SR 2HE LT

AH| A S A HIEE| URL

https:f/amh.aﬂassian.comfsaml,t J A

MH| A ZZ A ACS{Assertion Consumer Service) URL

https://auth.atlassian.com/login/callback?connection=saml-6c2e2 16c-8838-4ee8-ba7.  FAt

* Jira Base URL : https://[your-subdomain].atlassian.net .

. C}c;nﬂuence Base URL : https:// [your-subdomain] .atlassian.net/wiki (2 1¢! A| Confluence CHA|EE0f HZESI2{ P URL 201 /wiki & 2
7

¢ Statuspage Base URL : https://manage.statuspage.io

Advanced Sign-on Settings
These fields may be required for a Atlassian Cloud proprietary sign-on option or general setting.
Unique 1D 6c! fo

Please enter the unique ID provided to you by Atlassian

Jira Base URL https://  Latlassian.net

Confluence Base URL https://  watlassian.net/wiki

Statuspage Base URL https://manage.statuspage.io

Trello Base URL

= 2t 710|E : https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-Atlassian-Cloud.html
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