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SonarQube Pull-request Decoration (Gitlab Integration)
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Gitlab Access Token
Gitlab 27191 & ATkl Profile — Edit Profile — Access Token A1EH

= Token Name , 2t& Y2}, api M& & %Z

¥ GitLab

User Settings User Settings > Access Tokens

® Profile
‘ Q search settings

8% Account

89 Applications Personal Access Tokens

Chat You can generate a personal access token for

each application you use that needs access to

@ Access Tokens the GitLab API.

(=) Emeis You can also use personal access tokens to

(@) Fremram] authenticate against Git over HTTP. They are the
only accepted password when you have Two-

Q Notifications Factor Authentication (2FA) enabled

£ SSH Keys

D GPGKeys

52 Preferences
& Active Sessions
Authentication log

@ Usage Quotas

& Collapse sidebar
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Add a personal access token

Enter the name of your application, and we'll return a unique personal access token.

Token name

For example. the application using the token or the purpose of the token. Do not give sensitive
information for the name of the token, as it will be visible to all project members,

Expiration date

- B

Select seopes
Scopes set the permission levels granted to the token. Leam more,

e complete read/write acces
registry, and the package registry

o the AP!, including all groups and projects, the container

(] read_api
Grants read access to the AP, including all groups and projects, the container registry, and the
package registry.

() read_user
Grants read-only access to the authenticated user's profile through the user AP endpoint, which
includes username, public email, and full name. Also grants access to read-only APl endpoints
under /users.

() read_repository
Grants read-only access to repositories on private projects using Git-over-HTTP or the Repository
Files API

._repository
s read-write access to repositories on private projects using Git-over-HTTP (not using the

G
AP
(J sudo

Grants permission to perform API actions as any user in the system, when authenticated as an
admin user
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User Settings User Settings > Access Tokens
@ Profile
o @ Your new personal access token has been created X
ccoun
33 Applications
8
[a
 Chat
© Access Tokens Personal Access Tokens Your new personal access token
S Emails You can generate a personal access token for dPm2vUSEwi-QXChXZMC6
& e " f:“:l‘i"!‘:g‘"“ you use that needs access to Make sure you save it - you won't be able to access it again
asswort @ GitLab AP,
Q Netifications You can also use personal access tokens to
£ SSH Keys authenticate against Git over HTTP. They are the Add a personal access token
P @ only accepted password when you have Two- Enter the name of your application, and we'll return a unique personal access token.
eys Factor Authentication (2FA) enabled
5 Preferences Token name

& Active Sessions
Authentication log

@ Usage Quotas

& Collapse sidebar

Sonarqube A&35}7|

For example, the application using the token or the purpose of the token. Do not give sensitive
information for the name of the token, as it will be visible to all project members.

Expiration date

&

Select scopes
Scapes set the permission levels granted to the token, Leam more.

O api
Grants complete read/write access to the AP, including all groups and projects,
registry. and the package registry.

() read_api
Gr access to the AP, including all groups and proje
package registry.

the container registry. and the

(O read_user
Grants read-only access to the authenticated user’s profile through the user APl endpoin
includes username, public email, and full name. Also grants access to read-only APl endpoints
under /users.

() read_repository
Grants read-only access to repositories on private projec

using Git-over-HTTP or the Repository

* Administration — Configuration — ALM Integrations — GitLab — Create configuration A& (Developer H{&
Integrations)

sonarqub

2

Security~  Projects v System  Marketplace  Support

General Settings

Edit global settings for this SonarQube instance.

KR ALM Integrations O Gitub U Bibucket <y Azure Devolis

Analysis Scope

DevOps Platform

[>3 Q@ Search for projects.

[

& GitLab

Create your frst GitLab configuration to start analyzing your repositories on SonarQube

External Analyzers 5 Je—

gurat

General

Housekeeping

JaCoCo

GitLab Authentication
Languages
New Code Enabled
Enable Gitlab users 1o login. Value is ignored if URL,
Portiolios Application ID, and Secret are not set.
Key: sonar.auth.gitlab.enabled
SAST Engine
scM
Security GitLab URL
URL to access GitLab.
Technical Debt Key: sonar.auth gitiab.ur

= SiYote ¢S UE = HE
Configuration Name:
Gitlab APIURL:  http://gitlabF2/api/vd

Personal Access Token: Gitlab Access Token 4t

In order to enable GitLab authentication, the property "sonar.core.serverBaseURL' must be setto the public URL

Default: False

hitp:#/10.0.1.150:8000

Default hitps-/igitiab. com
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Create a configuration

Configuration name Accounts that will be used to decorate Merge
GITLABTEST Requests need comment permissions on projects.
The personal key needs the API scope permission
GitLab API URL * Lezmine

hitp://10.0.1.150:8000/apiiv4

Personal Access token *

dPmzvUS6Ewi-QXChXZMCE

Save configuration | Cancel

senare © l 2 _

Administration

Configuration~  Security~ Projects System  Marketplace  Support

General Settings

Edit global settings for this SonarQube instance.

ALM Integrations Integration configurations

ALM integrations allow SonarQube fo ineract with your ALM. This enables things like authentication, or providing analysis details and a Quality Gate to your Pull Requests directly in your ALM provider's
Analysis Scope intertace

External Analyzers

Q) Gittub W Bibucket ) Azure DevOps ¥ GitLab
General
Housekeeping

GITLABTEST
JaCoCo hitp:110.0.1.150.8000/apilva

Merge Request Dscoration @ Import repositoris from your ALM @
Languages

©  Configuration valid

New Code
Portfolios
SAST Engine
scM
Securlty GitLab Authentication

In order to enable GitLab authentication, the property "sonar core.serverBaseURL' must be setto the public URL
Technical Debt

Enabled

Enable Gitlab users to lagin. Value is ignored if URL.

Application 1D, and Secret are not set.
Key: sonarauth gitiab enabled

Default: Faise

Project Of BtE 57|

Sonarqube Project Setting

= Gitlab: 2t

2t 5t= Project ME&! & Project ID gf SAt
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S sonarqubeGradie & You can't push or pull repositories using SSH until you add an SSH key to your profile. x

Project information Add SSH key Don't show again

a
B Repository
(87

Issues ) Gitlab Instance > sonarqubeGradle

3% Merge requests o

e £ Qv | fstar|0]]| ¥Fok|0

g
ecurity & Compliance
s & Compl
@ ©-99 Commits § 2Branches ¢ 0Tags 256 KB Files 3 511 KB Storage

Deployments

8 Packages & Registries
@ Infrastructure master sonarqubegralde / | + v Find file || WebIDE | | & v
[E Monitor
1 Analyties Merge branch “feature/asd’ into ‘master” [sss sesse501 | 3
Administrator authored 3 minutes ago
2 wiki
% Snippets : §
[ README | | B CI/CD configuration | i [ Add LICENSE | | E) Add CHANGELOG | | [ Add CONTRIBUTING | | Auto DevOps enabled
@ setings it Wit . g

(@ Add Kubernetes cluster | | @ Configure Integrations

Name Last commit Last update
B3 gradie/wrapper 1 1 month ago
Basre Update App.java 6 minutes ago
& gitlab-ciyml Update gitlab-ciyml file 4minutes ago
#s README.md 1 1 month ago
& build.gradle test 3 weeks ago
& gradie properties 1 1 month age
& gradiew 1 1 month age

& Collapse sidebar

gradiew bat 1 1 month ago

= Sonarqube:Project A& — Project Settings — Pull Request Decoration: Gitlab A&

sonarqubx

= sonarqube-scanner-gradle Yy [* master v

Overview lssues  Securty Holspots ~ Security Reports  Measures  Code  Activity roject Information

General Settings

Edit project settings

ARG Pull Request Decoration
Enable Pull Request Decoration for this project.

External Analyzers
Al ields marked with *are required

Cenel Configuration name *
GITLABTEST — hitp:#/10.0.1.150:8000/api/vd v
Housekeeping
Project D *
JaCoCo S

Enable mono repository support

Languages

Pull Request
Decoration

© saiea

SAST Engine

scM

‘SonarQube™ technology is powered by SonarSource SA
Enterprise Edition - Version 8.9. (build 54435) - LGPL v3 - Community - Documentation - Plugins - Web API - About

Gitlab-ci.ym| I+

Merge Request 2 gitlab-ci.ym! IOl & AE|O| X0 L2 27t
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# Merge_request

only:

- nerge_requests

#

only:
ner ge_requests
mast er
branch_nane

=]

B

Sonarqube 8.3 O 40| M= gitlab-ci.yml THYO] onlyO|L}t Rule 1 2&
Sonarqube 8.3 O] A 0|l =

* sonar.pullrequest.base
* sonar.pullrequest.key
* sonar.pullrequest.branch

(

Ct oo
=

o

f 7t 2FZ-Sonarqube Docs-Pull Request Analysis)

Hr
Bl

=
e

ol

Sonarqube0f|A Merge Request &9l

>

13

AHFHE

N
1

o™ Pull Requestz 2t

= Project ME&H Project Settings— Branches & Pull Requests — Pull Requests

Portfolios Rules

sonarqube

Projects Quality Profi

5 sonarqube-scanner-gradle ¢y 1 master ~

Overview lssues  Security Hotspots ~ Security Reports  Measures  Code  Activty

Branches & Pull Requests

Branches and Pull Requests are permanently deleted after 30 days without analysis.You can adjust this value globally in General Settings.

Pull Request

['] 25 - feature/asd

['] 26 — featurelasd

[') 27 — featurelasd

SonarQube™ technology is powered

Enterprise Edition - Version 8.9.8 (buid 54436) - LGPLV3 - Comm

Gitlab%llA Sonarqube Merge Request A1} &0l

= Sonargube ProjectOi|A 51 Pull Request MEH & 'See the PR' AMEH

— l . _

June 21,2022, 231PM Version 1.0 £y

1

Project Setiings ~ | Project Information

General Settings:
2
New Code
Import / Export
Custom Measures

Status  Links

Actions
Permissions
Background Tasks
Update Key
Webhooks

Deletion

by SonarSource SA
unity - Documentation - Plugins - Web API - About
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5 sonarqube-scanner-gradle vy [ 27 —featurelasd v for merge inio master from feature/asd June 21, 2022, 2:49 PM

Overview Issue | Q Search for branches or Pull Requests. ‘

[r master MAIN BRANCH

Pull Requests
[ 25— featurefasd
[} 26—featurefasd
Il 27 -feature/asd

[ featurelasd Reliability 0

cause of the small number of New Lines.

Manage branches and Pull Requests

_ O & New Vuinerabilties secuity @)

O @ New Security Hotspots Security Review o

O ® New Code Smells Maintainability o

0,
OO /0 0.0% Estimated after merge

Coverage on 10 New Lines to cover

0,
O 0.0% 0.0%  Estimated after merge

Duplications on 10 New Lines

‘SonarQube™ technology is powered by SonarSource SA
LGPL 3 - Community - Documentation - Plugins - Web API - About

Enterprise Edition - Version 8.9.8 (buld 54436)

S sonarqubeGradle Overview 1 Commits 3 Pipelines 1 Changes 1 Add ato do »
i — s e
Project information
Assignee Edit

Administrator

a
B Repository
o 8o Merged by 5 Administrator 49 minutes ago | Revert | | Cherry-pick | | Delete source branch

Issues o
The ct d into m &)

14 Merge requests o © changes were mergea e o 0 Reviewers Edit
None

& cyco

0 o ® Oldest first v Show all activity v

@ Security & Compliance Labels Edit

® Deployments Administrator @root assigned to @root 1 minute ago None

A Packages 8 Registries

Administrator @root enabled an automatic merge when the pipeline for fd15625d succeeds 1 minute ago Milestone Edit

@ Infrastructure None

& Meniter Administrator @roct - 1 minute age athorowner @ R £ F

i e ) Time tracking @

nalytics SonarQube Code Analysis No estimate or time spent

2 wiki

X Snippets Quality Gate passed Lock merge request Edit
Unlocked

@ Settings ==

Notifications

Additional information

1 participant
The following metrics might not ffect the Quality Gate status but improving
them will improve your project code quality and security.

0 Issues
Reference: gitlab-instance-2ddbba... [

¥ @ 0Bugs Source branch: feature/asd ]
6 © 0 Vulnerabilities

@ © 0 Security Hotspots

& © 0 Code Smells

Coverage and Duplications

© 0.0% Coverage (0.0% Estimated after merge)
(© 0.0% Duplication (0.0% Estimated after merge)

& Collapse sidebar

Sonarqube-Master Issue
= MasterOflAl 7tX| 22 QUE 7|2 IssueS BranchOlA Issue Status 1 & Merge Request Al 3i& Issue Status BFEE|Z| 42

= BranchO|A 4172 MA4El Issued Issue Status B & Merge Request A| 3liE Issue Status BHE =

Gitlab Default Branch Name HZ gt

2014 - 2023 CURVC Corp. All rights reserved



>

13

AHFHE

N
1

Meun — Admin — Settings — Repository — Default branch — Expand 7|2: main siiY & HE

Admin Area fer for an account. x
Q@ Projects >

: to register for accounts on GitLab instances that you intend to be used by anyone. Allowing anyone to register makes GitLab instances more vulnerable.

o Groups
1 Analytics @® Milestones fnewledge
& Monitoring X snippets
— o Admin Area > Repository

s System Hooks | Environments ‘ Q Search settings ‘

4
Default branch

33 Applications & Operations

® Abuse Rej

Q@ Subscripti Set the initial name and protections for the default branch of new repositories created in the instance;
Initial default branch name
@ Geo
£ Deploy Keys
If not specified at the group or instance level, the default is main . Does not affect existing repositories.
Labels

Initial default branch protection

General Both developers and maintainers can push new commits, force push, or delete the branch.

Protected against pushes
Advanced Search Developers cannot push new commits, but are allowed to accept merge requests to the branch. Maintainers can push to the branch.

Integrations Partially protected

Both developers and maintainers can push new commits, but cannot force push.
iy © Fully protected

Developers cannot push new commits, but maintainers can. No one can force push.

Templates

cieo Allow owners to manage default branch protection per group.
X Affects all new and existing groups.

Reporting

Metrics and profiling

Save changes

Network
Appearance Repository mirroring Expand
Preferences Configure repository mirroring. Learn more.

& Collapse sidebar
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* Sonargube Docs-Pull Request Analysis
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