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General Settings

Attt Administration — Configuration — General Settings 0501l 21 5HCt.

sonarqube Projects Issues Rules Quality Profiles Quality Gates | Administration

Search for projects. I A .

Administration
Configuration ¥ | Security v  Projects v System  Marketplace

Encryption
Webhooks

r this SonarQube instance

Q Find in Settings
Ay s1s SuUPS
Duplications
Azure Active Directory

DevOps Platform Cross project duplication detection

Integrations DEPRECATED - By default, SonarQube detects
duplications at project level. This means that a block
External Analyzers duplicated on two different projects won't be reported. (defaulty

Setting this parameter to "true” allows to detect

duplicates across projects. Note that activating this
General property will significantly increase each SonarQube
analysis time, and therefore badly impact the
performances of report processing as more and more
projects are getting involved in this cross project
duplication mechanism.

Housekeeping

JaCoCo Key: sonar.cpd.cross_project

Languages

New Code Email

SCM
SMTP host

Security For example "smtp.gmail.com"”. Leave blank to disable ‘ Change ‘
email sending. e

Technical Debt Key: email smtp_host secured

10.1.15.8:9000/admin/settings#

Dacat | Nafanit- <nnvaiies

General
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Administration
Configuration~  Security»  Projectsv  System  Marketplace
General Settings
Edit global settings for this SonarQube instance.
Find in Settings
Aiary a1 SuUPS N
Duplications
Azure Active Directory
DevOps Platiorm Cross project duplication detection
Integrations DEPRECATED - By default, SonarQube detects
duplications at project level. This means that a block
Extemal Analyzers duplicated on two different projects won't be reported (defaulty
Setting this parameter to "true” allows to detect
across projects. Note that activating this
General property will significantly increase each SonarQube
analysis time, and therefore badly impact the
erformances of report processing as more and more
Housekeeping P portp 9
projects are getting involved in this cross project
duplication mechanism.
JaCoCo Key: sonar.cpd.cross_project
Languages
New Code Email
SCM
SMTP host
Security For example "smtp gmail.com". Leave blank to disable
email sending.
Technical Debt Key: email smtp_host secured
Bacat | Natault <nnvalies e

= General - Server base URL : SonarQube URL &3,
— Y&SH ALZSt= URL(http(s):// E8hHS Aottt

sonarqube Q search for projects. l A .

Administration

Configuration~  Security > Projects »  System  Marketplace

General Settings

Edit global settings for this SonarQube instance.

X Find in Settings

Analysis Scope
General
Azure Active Directory
Avoid quality profiles notification
DevOps Platform

Avoid sending email notification on each update of built-
Integrations

in quality profiles to quaity profile administrators.
Key: sonar builtinQualityProfiles disableNotificationOn. (defautt)
External Analyzers

General
Rl Server base URL
- HTTP(S) URL of this SonarQube server, such as

| https //yourhost yourdomain/sonar. This value is used

156,10 creato finks in emis.
Languages Key: sonar.core.serverBaseURL

Reset | Default: <no valus>

New Code
SCM
Security

Issues

* Look & Feel - Enable support of gravatars : Z2L0f| 2|2 OHIEH(Gravatar) AF2 0158 M.
— QIF QEHI0| ote|= BHAY A2 H| 45} Sict

=
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sonarqube Q_ Search for projects. l A .

Administration

Configuration~ ~ Security > Projects »  System  Marketplace

General Settings

Edit global settings for this SonarQube Instance.

Q Find in Settings

Analysis Scope

Look & Feel
Azure Active Directory

Enable support of gravatars
DevOps Platform Gravatars are profile pictures of users based on their
Integrations email

Key: sonar If enableGravatar (default)

External Analyzers

General
Housekeeping Gravatar URL
Optional URL of custom Gravatar service. Accepted aravatar. MDS)
JaCoCo Variables are (EMAIL_MDS) for MDS hash of email and P
(SIZE} for the picture size in pixels. (defaut)
Languages Key: sonr I gravatarServerUrl
New Code
scM Logo URL
URL to logo image. Any standard format is accepted.
Security

Key: sonar If logoUrl

= Quality Gate - Ignore duplication and coverage on small changes : Quality Gate ZZ10{|A 22 B1& (205 0|2H0oj| cf 2 A2 2

Aloig 4.
Search for projects. l A .A

i

— 22 Ho|E 2|35t HE F 25} BiCt

o

sonarqube

Administration

Configuration~ ~ Security > Projects»  System  Marketplace

General Settings

Edit global settings for this SonarQube instance.

Q Find in Settings

Analysis Scope
Width of image in pixels

Azure Active Directory ||| Width in pixels, given that the height of the the image is
constrained to 30px

Key: sonar If logoWidthPx
DevOps Platform o o

Integrations

External Analyzers

General §

Quality Gate

Ignore duplication and coverage on small
JaCoCo changes

Quality Gate conditions about duplications in new code
Languages and coverage on new code are ignored uniil the number  (defaul)
of new lines is a least 20.

New Code Key: sonar qualitygate ignoreSmaliChanges

scm

Security ‘SonarQube™ technology is powered by SonarSource SA
Community Edition - Version 9.4 (build 54424) - LGPL v3 - Community - Documentation - Plugins - Web API

2014 - 2023 CURVC Corp. All rights reserved
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Administration

Configuration~  Security > Projects »  System  Marketplace

General Settings

Edit global settings for this SonarQube instance.

Q Find in Settings
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Analysis Scope Email
Azure Active Directory

SMTP host
DevOps Platform For example "srmtp gmil com”. Leave biank to disable a

Integrations ‘email sending.

Key: email smip_host secured

External Analyzers Reset | Default: <no value>

General
SMTP port
Housekeeping
Port number to connect with SMTP server.
Change
JaCoCo Key: email smp_port secured
Languages Reset | Default 25
New Code
Secure connection
scum
Type of secure connection. Leave emply to not use Change
secure connection.
Securlty

Key: email.smip_secure_connection.secured

sues

Rul Administra

Administration

Configuration ~  Security > Projects »  System  Marketplace

General Settings

Ediit global settings for this SonarQube instance:

Q Find in Settings

Q_search for projects.

SMTP username

G IEBEETD Usemame to use with authenticated SMTP.

Key: email smtp_username secured
Azure Active Directory

Reset | Default <no value>

DevOps Platform —J
Integrations
Extemnal Analyzers SMTP password

Password to use with authenticated SMTP.
General Key: email smtp_password.secured
Housekecping Reset | Default: <password>
JaCoCo
leTeErD From address

Emls wil come from this address. For example - no-reply@lunoya
INew/Gode "noreply@sonarsource.com". Note that the mail server

may ignore this seting

Key: email from
SCcM Reset | Default: noreply@nowhere
Security

Administration

Configuration ~  Security > Projects » ~ System  Marketplace

General Settings

Ediit global settings for this SonarQube instance:

Q Find in Settings

Q_search for projects.

From name
Analysis Scope . .
Emails will come from ths address name. For example SonarQube
“SonarQube. Note that the mail server may ignore this
Azure Active Directory setting. (default)
Key: email fromNarme
DevOps Platform
Integrations
External Analyzers Email prefix
General Prefix will be prepended to all outgoing email subjects. [SONARQUBE]
Key: email prefix
(default

Housekeeping

JaCoCo
Test Configuration Allfields marked with * are required
Languages To*
New Code
Subject
ScM Subject
Security Message *
i This is a test message from SonarQube. .
= SMTP host : SMTP AMH{ URL &
= SMTP port : SMTP At LE
= Secure connection : SMTP A 2ot <& 0f2 4 (No value / ssl / starttls )
* SMTP username : SMTP A{H] Q132 2I5t A Y YA (AS B2 ¢10] SMTP MH AL 7155 22
* SMTP password : SMTP usernameOi| Ci5t Q13 THALIE 3 (Q1F TR gl0| SMTP A A& 7
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= From address : 2412t2 HA|Z[E= O
= From name : 222 HA|L|E 0|5 @
= Email prefix : 4| A= Aol E=
» st2o=z

o= —

Test Configuration : 9| A%

Security

sonarqube

Projects

Administration

Configuration  Security

General Settings

Issues Rules

Quality Profiles

Projects v System  Marketplace

Edit global settings for this SonarQube instance.

Find in Settings

Anayse wuups

Azure Active Directory

DevOps Platform
Integrations

External Analyzers

General

Housekeeping

JaCoCo

Languages

New Code

SCM

Security

Technical Debt

= Security - Force user authentication : 24 ZAE2Hanonymous users) 22| 44,
— SonarQube= 7| 22X 02 QPAEAE T2MES E 4 QICt AH AERIE

sonarqube

Administration

SAML

EHAE

Quality Gates

Administration

In order to enable SAML authentication, the property 'sonar.core.serverBaseURL' must be set to the public URL

Enabled

Enable SAML users to login. Value is ignored if provider
D, login url, certificate, login, name attributes are not

defined

Key: sonar.auth.saml.enabled

Application ID

Identifier of the application

Key: sonar.auth.saml.applicationld

Provider Name

Name displayed for the provider in the login page.

Key: sonar.auth.saml.providerName

Configuration~  Security > Projects »  System  Marketplace

General Settings

Edit global settings for this SonarQube instance.

X Find in Settings

Anayes oups
Azure Active Directory

DevOps Platform
Integrations

External Analyzers
General
Housekeeping
JaGoCo
Languages

New Code

scM

Security

Technical Debt

DevOps Platform

(default)

sonarqube

(default)

2|5t 0 21015t ALE A}

Search for projects.

>

A HAE 7|5 AT

FTAZALHE
Search for projects... I A
24 QSRR SE Tl g4et Bt

-] security

Enable local webhooks validation

Forcing local webhooks validation prevents the creation
and triggering of local webhooks

Disabling this setting can expose the instance to
security risks.

Key: sonar.validateWebhooks

Enable permission management for project
administrators

Set if users with ‘Administer’ role in a project should be
allowed to change project permissions. By default users
with ‘Administer role are allowed to change both project
configuration and project permissions.

Key: sonarallowPermissionManagementF orProjectAd

(default)

(default)

Force user authentication

Forcing user authentication prevents anonymous users
from accessing the SonarQube I, or project data via
the Web API. Some specific read-only Web APs,
including those required to prompt are

Integrations

2014 - 2023 CURVC Corp. All rights reserved
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Administration
Configuration~  Security»  Projectsv  System  Marketplace
General Settings
Edit global settings for this SonarQube instance.
Find in Settings
Analysis Scope DevOps Platform Integrations
o DevOps Platform integrations allow SonarQube to interact with your DevOps Platform. This enables things like authentication, or providing analysis details and a Quality Gate to your Pull Requests

Azure Active Directory directly in your DevOps Platform’s interface.

DevOps Platform

Integrations ) GitHub & Bitbucket J Azure DevOps & GitLab

(EiEmEl e Create your first GitHub configuration to start analyzing your repositories on SonarQube.

Housekeeping

JaCoCo

Languages GitHub Authentication

In order to enable authentication on GitHub.com or GitHub Enterprise:
New Code
« SonarQube must be publicly accessible through HTTPS only
« The property 'sonar.core.serverBaseURL' must be set to this public HTTPS URL
SCM « In your GitHub profile, you need to create a Developer Application for which the 'Authorization callback URL' must be set to
"<value_of_sonar.core.serverBaseURL_property>/oauth2/callback’
Security
e Enahlad T
. . = . . . o o=l " o
= DevOps Platform Integrations : @4f&t2| A| AR HE M. GitHub / Bitbucket / Azure DevOps / GitLab& 2|25t 0 7| A= Bitbucket Server

ps
s HYS AN
1. Bitbucket — Create configuration HHE =2l

sonarqube Pro,

Administrat

Administration

Configuration »  Security > Projects = System  Marketplace

General Settings

Edit global settings for this SonarQube Instance.

Q Find in Settings

e, DevOps Platform Integrations
DevOps Platform integrations allow SonarQube {o interact with your DevOps Platform. This enablos things ke authentication, or providing analysis details and a Qualty Gate to your Pull Requests
Aaure Active Ditectory | girectly in your DevOps Platforms nterface
DevOps Platform

Integrations ) GitHub.

) Azure DevOps & GitLab

Extsmal Anialyzers| Create your first Bitbucket configuration to start analyzing your repositories on SonarQube.

General

Housekeeping

JaCoCo
Languages Bitbucket Cloud Authentication
In order to enable authentication on Bitbucket.org:

New Code

+ SonarQube must be publicly accessible through HTTPS only

« The property 0 HTTPS URL
el « In your Bitbucket OAth Consumer settings, etto '<value_of_sonar.core. serverBaseURL property>
Security

Enabled

2014 - 2023 CURVC Corp. All rights reserved
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Create a configuration

u want to configure

Configuration name *
Bitbucket
Give your configuration a clear and succinct name. This

name wil be used at project level to identiy the correct
configured Bitbucket instance for a project

Bitbucket Server URL *
hitp//10.1.15.12:7980

Exampl: htps://bitbuckel-server.your-company.com

Personal Access Token *

NKINDAINDMAMZ]

SonarQube needs a Personal Access Token to report
the Quality Gate status on Pull Requests in Bitbucket
Server. To create ths token, we recommend using
dedicated Bitbucket Server account vith adminisiration

permissions. The token fself needs Read permission
Leam More You can encrypt this value. Leam More

- Configuration name : 44& &
- Bitbucket Server URL : Bitbucket A8 URL /24
- Personal Access Token : BitbucketOf A A48t E2 1

© Bitbucket  vourwork

Account View profile

Account settings Back to HTTP access tokens

Change password Create an access token

fication settings
Notification setting Token name
Watched repositories

SonarQube
SSH keys
GPG keys
I S I Tokens are like another password, so their permissions wil default to the level of access you
“Authorized applications have. Because of this it is recommended that you restrict the token's permission to the level it
will need

Project permissions
Project read v
Repository permissons
Repository read (inherited) .
This access token vil llow the supplied third-party application o
@ pull and clone repositories
Expiry

For added security, you can set this token to automatically expire. If you set an expiry date, you
won't be able to edit it once you've created the token.

© Do not expire
Expire automatically

Git repository management powered by a free Atlassian Bitbucket evaluation license: -

2014 - 2023 CURVC Corp. All rights reserved
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Administration

Configuration ~  Security »  Projects ¥ System  Marketplace

General Settings

Edit global settings for this SonarQube instance.

Q Findin's
P DevOps Platform Integrations

DevOps Platform integrations allow SonarQube o interact with your DevOps Platform. This enables things like authentication, or providing analysis defails and a Qualiy Gate to your Pull Requests
Azure Active Directory girectly in your DevOps Platform's interface.

DevOps Platiorm

egretions © Gitiub I Bibucket ) Azure DevOps & Gitlab

External Analyzers.

General Bitbucket # eait| [ W pelere

hitp:7/10.1.15.8:790

Housekeeping

Qualty Gate status reporing Disabled mport apositories from your DevOps Platform @
JaCoCo | ] Configuration valid

(RS | Check configuration |

Now Codo

scm

Security

Bitbucket Cloud Authentication
Technical Debt
In order to enable authentication on Bitbucket org:

sible through HTTPS only

rim

- Check configuration HHE £2|5t0] A& F4Y 2R 2EMOZ Configuration valid HA|E
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