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Filters Al Status = To review A Overall code A Security Hotspots Reviewed O 0 .00/0
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2) @ 4 Security Hotspots to review Make sure the regex used here, which is vulnerable to polynomial runtime due to backtracking, cannot lead to denial of

service.

Using slow regular expressions is Securlly—sensiu_
Review priorty: [T

Status: TO REVIEW

. : This security hotspot needs to be reviewed to assess
Denial of Service (DoS) o - whether th:/code?)oses arisk Change status v Assignee:  Administrator  #*

Make sure the regex used here, which is
vulnerable to polynomial runtime due to
backtracking, cannot lead to denial of

service. Where is the risk? What's the risk? Assess the risk How can you fix it?

[5) .. [java/checks/AbstractPrintfCheckerjava

[2 java-checks/src/main/java/org/sonar/java/checksfAbstractPrintfCheckerjava |B
Make sure the regex used here, which is

vulnerable to polynomial runtime due to 51

L, "2t T, s, 2
back_tracking, cannot lead to denial of ) v, m, d, te”,
service. =
[ .. ks/StringMethodsWithLocaleCheck java Zi
Make sure the regex used here, which is 56 protected static final String JAVA_LANG_STRING = "java.lang.String";
vulnerable to polynomial runtime due to 57 protected static final String JAVA_LANG_THROWABLE = "java.lang.Throwable";
backtracking, cannot lead to denial of 58 protected static final String ORG_APACHE_LOGGING_LOGA]_LOGGER = “org.apache.logging.logdi.Logger";
service. 59
60 private static final Pattern PRINTF_PARAM_PATTERN = Pattern.compile ("%(\\d+\\$)?([-#+ 0, (\\<]*)2(\\d+)2(\\.\\d+)?([tT])?
(& ...va/matcher/MethodMatcherFactory.java ([a-2zA-Z%])"); e
Make sure the regex U§ed her_e, which is Make sure the regex used here, which is vulnerable to polynomial runtime due to backtracking, cannot lead to denial
vulnerable to polynomial runtime due to e Comment
backtracking, cannot lead to denial of .
service. -
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@ 4 Security Hotspots to review

Review priorty: I[N

Denial of Service (DoS) [« N
Make sure the regex used here, which is
vulnerable to polynomial runtime due to
backtracking, cannot lead to denial of
service.

5 ./javalchecks/AbstractPrintiCheckerjava

Make sure the regex used here, which is
vulnerable to polynomial runtime due to
backtracking, cannot lead to denial of
service.

ks/StringMethodsWithLocaleCheck java

Make sure the regex used here, which is
vulnerable to pol ime due to
backtracking, cannot lead to denial of
service.

[5) ...vaimatcherMethodMatcherFactory java

Make sure the regex used here, which is
vulnerable to polynomial runtime due to
backtracking, cannot lead to denial of
service.
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Code  Activity

To review ~ Overallcode

[23 Q. Search for projects.
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Project Settings ~ = Project Information

0 0.0%

Security Hotspots Reviewed

This security hotspot needs to be
whether the code poses a risk. Change status ~
® Toreview
. This security hotspot needs to be reviewed to assess
Where s the risk?  |JRWhat's i Whether the code poses a risk.
i Acknowledged
java-frontend/src/mail
Bi The code has been reviewed and does pose a risk. Afix is
e - required.
2 mport java.util.refe
% import jovautilrefe  poq
26 import org.sonar.plf
o The code has been reviewed and modified to follow the
% public class Nethode  recommended secure coding practices
2
30 private static fife A€
31 private static fifi  The code has been reviewed and does not pose a risk. It
W05 does not need to be modified
Make sure the regel
of service.
I Add a comment (Optional)
2 private static fife
3
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