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B SonarQube Concept

sonarQube\\\
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) SonarQube Overview sonarqube |

SonarQube= 207l O] o] =Y Q0o #1, ZE AR HO F o 22 X 40t XtSotE

ZEHE 7|4 EH 53 CHE ¢0{9| Coding Rules
- IZZMEQ ZOAM FE AOIE, HO, FHAHE, & «  SonarQubet Java, C/C++1f Z2 Q17|%U= 20
E3C t HaY HEE 30| 20 & 74 o|&tol Aojol ZE EZ MISTLICH

«  Checkstyle, Clover, Findbugs, PMD S Ct$t 9
|

- 2L SosE 89l &2 IE FEHO HYE S 2 24700 thet E22122S XL ot
Ztmoz solg 4 LTt

Quality Profiles Quality Gates

«  SonarQubes ZE2ME M Al AL E|= 113 - & A0IE(Quality Gate)E S3H Chdet =9
(Rulesets)= ‘golg = ASLICt 2 27AMgE 28 & UASLth
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B SonarQube Support Languages

JAVA
540

Java Script

213
-

Scala

E—
TypeScript
123
—
I\
Python
64

Kotlin

)

(=

o
<

sonarQube\\\

15 Languages

Objective-C

254

T-saL
79

21 Languages

Edition

Community ]

Developer
Edition

) {

Enterprise
Edition

Ccurvc

] https://rules.sonarsource.com

26 Languages
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. SonarQube Architecture sonarqube\\\

SonarQube= 47{2| AL HE 2 L & L|CH AT = SonarQube AH, FHR{= H|O|E{H|O| A&, MW =
SonarQube =211 Ql, OFX|2F2 SonarQube Scanner2 T+ &l L| .

Programming SonarQube Scanners SonarQube Server o Databases
Languages
SonarQube Scanner ComputeEngine WEbserver e
SonarQube Scanner Processing‘ r Rules | r PostgreSQL
for MSBuild code analysis . J .
report (
Java, CH#, SonarQube Scanner : Profiles MS SQL
\/Cé C|\-|F|;'|" : for Maven
S SonarQube Scanner Quality Gate f
Objective-C ... for Gradle SearchServer . ) \ Oracle
SonarQube Scanner [ . ] Issues
Elastic search L
for Ant p § MySQL
SonarQube Scanner Soer’arQu be

for VSTS-TFS %

/'y
Tttt T T TS T ST T T T 1
1 1
Crowd Server LDAP Server
[ User ] [ User ]
Information Information
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J SonarQube > Projects

Portfolios

sonarqube

Projects

Perspective:  Overall Status

Filters
Quality Gate
43
0
5
Reliability ( # Bugs)
41
3
3
0
Security (B Vulnerabilities )
45
2

Ccurvc

Issues  Rules

Quality Profiles  Quality Gates

GitHub API for Java

18 0 8

& Bugs O Vulnerabilities

SonarAnalyzer for C#

2@

& Bugs

0@

B Vulnerabilities

SonarSource :: Language Recognizer

120

& Bugs

°Q

B Vulnerabilities

SonarQube :: SourceGraph Viewer

1 0®

& Bugs © Vulnerabilities

8

Sort by:  Reliability

660 @Y

& Code Smells

19 Q0

& Code Smells

245 @

& Code Smells

10

& Code Smells

sonarQube\\\

UASHELICE 2 2FASE WS
2+ AL

Log in

Search by project name or 48 projects

Last analysis: June 11, 2018, 4:28 PM

O 1.2% 8.5k @

Duplications Java

O 165%

Coverage

Last analysis: July 2, 2018, 8:28 AM

O o05% 51k @

Duplicaticns #

O 238%

Coverage

Last analysis: October 3, 2017, 9:01 PM

O 17% 9.5k @

Duplications Java

QO 809%

Coverage

Last analysis: June 28, 2018, 9:53 PM

O 00% 1.7k @

Duplications Java, JavaScript, ...

O 97.1%

Coverage

8
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l SonarQube > All Issues sonarqube

SonarQube= WA T2 ME MH|AS MSL L HERS2 T2 M E QL &2 Q0| RHLOf| Al & E &l O

sonarqube Projects  Portfolios Issues Rules Quality Profiles  Quality Gates Search for projects, sub-projects and files... Log in

Filters 1 I | toselectissues | — | — 1o navigate t) 1/ 17,547 issues
Display Mode arQube :: GitHub Plugin / pom.xml
Issues Effort Reorder the elements of this pom to match the recommended order. last year * L2 %
v T & Code Smell Minor @ Confirmed Not assigned 10min effort W convention, maven
ype
% 8ug 35 SonarQube :: GitHub Plugin / src/../java/org/sonar/plugins/github/GitHubPluginConfiguration,java
B Vulnerability 10
Remove this unused import "org.sonar.api.batch.BatchSide’. 2yearsago ¥ 132 %
& Code Smell 18k ) ) )
& Code Smell Minor © Open EﬂJuhen HENRY 2min effort W unused
. Remove this use of "Settings”; it is deprecated. 2yearsago > L57 %
¥ Severity
& Code Smell Minor @ Confirmed [@Julien HENRY 15min effort W cert, cwe, obsolete
O Blocker 51 Minor 4.5k
@ Critical 874 ©® Info 403 Remove this use of "Settings”; it is deprecated. 2yearsago ¥ L62 %
@ Major 12k & Code Smell Minor @ Confirmed [ﬂ Julien HENRY  15min effort W cert, cwe, obsolete
% Resolution Annotate the parameter with @javax.annotation.Nullable in method "extractRepoFromGitUrl’ 2yearsago v L88 %
S G declaration, or make sure that null can not be passed as argument.
@ Code Smell @ Major @ Confirmed [ Julien HENRY 10min effort W No tags
» Creation Date
» Rule Annotate the parameter with @javax.annotation.Nullable in method ‘extractRepoFromGitUrl' 2yearsago v 192 %
declaration, or make sure that null can not be passed as argument.
> Tag @ Code Smell @ Major O Open [ Julien HENRY 10min effort W No tags
> Project
Annotate the parameter with @javax.annotation.Nullable in method ‘extractRepoFromGitUrl' 2 years ago * L1103 %
> Assignee declaration, or make sure that null can not be passed as argument.
& Code Smell @ Major O Open [# Julien HENRY 10min effort W No tags
> Author
> Language SonarQube = GitHub Plugin / sr¢/.../javaforg/sonar/plugins/github/MarkDownReportBuilder,

9
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Bl SonarQube > Quality Management

SonarQube= ZE &

Z2E[ AL

Ccurvc

Coding Rules

Rule 1
Rule 2
Rule 3

Rule 4
Rule 5
Rule 6
Rule 7

Rule 8

Quality Profile
Rule 1
Rule 4
Rule 5

Rule7

Code Metric

»

sonarQube\\\

A 22| E 2l CtS 2t Z 0| Rules, Quality Profiles, Code Metric, Quality Gate2| 7if H 0|

Quality Gate
ME|ME A O 4
Hobd A O|Y

A 244 B8O
7{H 2| X| 80%0| &

Z=E3ALC 10%0|5}
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B SonarQube > Rule Type sonarqube
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B SonarQube > Rules

SonarQube 2| Rules I{f| O| X| Of| A{
H Tag, Third Party Rule & 2

Portfolios  Issues

Clear All Filters

sonarqube Projects

Filters

Q. Search for rules...

¥ Language

Java 494
C# 354
C+s 334
C 237
Objective-C 233
JavaScript 200
TypeScript 116
Go 46
CSS 30
v Type

& Bug 53
@ Vulnerability 2
& Code Smell 177
> Tag

> Repository

> Default Severity
> Status

> Available Since
» Template

V¥ Quality Profile

Ccurvc

= SonarQubelf| =XSt= 2 E E2

C 2035 S A A
= E2 2olg 5= S L L

Rules  Quality Profiles  Quality Gates

1 | to select rules =

[208 Q. search for projects, sub-projects and files...

sonarQube\\\

EFQ)

Log in

- | to navigate b 1/ 237 rules

“#import” should not be used

C @ Code Smell

"#include" directives should be followed by either <filename> or "filename” sequences
“#include” paths should be portable

“#include_next” should not be used

"#pragma warning (default: ...)" should not be used

“#undef" should not be used

“/= and *//" should not be used within comments

"<signal.h>" should not be used

“<stdio.h=" sheuld not be used in production code

“<time.h>" should not be used

"=+" should not be used instead of "+="

“abort”, "exit”, "getenv" and "system"” from <stdlib.h> should not be used

"atof", "atoi” and "atol" from <stdlib.h> should not be used

“bool” expressions should not be used as operands to built-in operators other than =,
&&, || !, ==. =, unary &, and the conditional operator

"case" ranges should cover multiple values

“case” ranges should not be empty

12

C & Bug W misra
C & Code Smell W pitfall
C & Code Smell W confusing, lock-in

C & Code Smell W cert

C & Code Smell W brain-overload, misra

C @ Code Smell W cert, confusing, misra

C # Bug W lock-in, misra

C #% Bug W lock-in, misra

C @ Code Smell ¥ lock-in, misra
C & Bug

C # Bug W cert, misra

C #% Bug W cert, misra

C & Code Smell W misra, suspicious

C & Code Smell W gnu, suspicious

C #% Bug W gnu
12
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] SonarQube > Profiles 1/2

Quality Profiles< Rules2|

[l 2 0| SonarQubel|

Ccurvc

sonarqube

Al
]

|
o
-

Projects Portfolios

Quality Profiles

All Profiles =

C, 3 profile(s)
Sonar way | Built-in

SonarSource

Sonar way (outdated copy)

C++, 3 profile(s)
Sonar way | Built-in

SonarSource

Sonar way (outdated copy)

C#, 3 profile(s)

Sonar way | Built-in

XISk

=]
o]
=

Issues

=
L]

X~

S| F

9

ot

Rules

Quality Profiles are collections of rules to apply during an analysis.

Ideally, all projects will use the same profile for a language.

Projects

Projects

Projects

Quality

O ZM

Profiles

Rules

203
243

191

Rules

213

Quality Gates

Updated

Never
last year

last year

Updated
Never
4 months ago

last year

Updated

Never

13

Used

9 hours ago

9 hours ago

last year

Used

9 hours ago

9 hours ago

last year

Used

13 hours ago

—

Search for projects, sub-projects and files...

For each language there is a default profile. All projects not explicitly assigned to some other profile will be analyzed with the default.

Stagnant Profiles

The following profiles haven't been
updated for more than 1 year:

SonarSource
C, updated on March 21, 2018

C# QP for SonarSource
C#, updated on June 7, 2018

Default - Top
Java, updated on January 29, 2018

Default - SonarSource conventions
Java, updated on January 29, 2018

For SQ Only
Java, updated on June 27, 2018

Language plugins
Java, updated on January 29, 2018

AstNode-free language plugins
Java, updated on June 27, 2018

Sonar way (outdated copy)
C, updated on May 29, 2017

Sonar way (outdated copy)
C++, updated on May 29, 2017

Sonar way (outdated copy)
C#, updated on December 12, 2016

Sonar way (outdated copy)
Java, updated on May 24, 2017

Sonar way (outdated copy)

sonarQube\\\

mot

E3

Log in
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] SonarQube > Profiles 2/2

Quality Profiles= Rules2| &2 Ho| o2 M = E/0| A5t
[H-= Of| SonarQube?| i &1 A

Ccurvc

2

Language

Java 440
Python 240
JavaScript 189
PHP 127
c# 121
Flex 79
TypeScript 79
XML 13

El ¥ coding_rules.facets.languagescoding

& Bug 9
B Vulnerability 3
& Code Smell 109
[ Tag
[ Repaository

[ Default Severity
[ status

[ awvailzble Since
[ Template

Quality Profile

CURVC way C# «ctve R |
Drupal PHP (Built-in)

PSR-2 PHP (Built-in)

Sonar way C# (Built-in)

Sonar way Flex (Built-in)
Sonar way Java (Built-in)
Sonar way JavaScript (Built-in)
Sonar way PHP (Built-in)
Sonar way Python (Built-in)

Crnar wau TuneSrrint (Ruik-inl

»

e |

2E 2H E703

o "=="should not be used when "Equals" is overridden
[~] "[ExpectedException]” should not be used
"Assembly.GetExecutingAssembly” should not be called

"CanfigureAwait(false)” should be used

[ "Exception” should not be caught when not required by called methods

"for" loop increment clauses should medify the loops' counters

*for” loop stop conditions should be invariant

L) "GC.SuppressFinalize” should not be invoked for types without destructors

"Generic.List" instances should not be part of public APIs
"if ... else if* constructs should end with "else” clauses
“interface” instances should not be cast to concrete types
[+] "out” and "ref" parameters should not be used

"params” should be used instead of "varargs"

S0 CHet 9 TARSS
ALERIQIS 4 9

4
|H

X

12
1

— | to navigate

¥ cert, cwe, suspicious

le Smel

W tests
W performance
& Code Smel

® multi-threading, suspicicus

c# @ CodeSmel W cwe, error-handling

e Smell W confusing
C# @ Code Sme

W misra, pitfall

W confusing, unused

W api-design

Code Smel

¥ cert, misra
¥ @& CodeSmell % design
c# @ Code Sme

W suspicious

¥ & Code Smel

= LICH

(&)

sonarQube\\\

14 / 121 rules

sealed" classes should not have "protected” members

[ "static readonly" constants should be "const” instead

“static” fields should be initialized inline

"switch" statements should have at least 3 "case” clauses
"switch/Select” statements should end with "default/Case Else” clauses
"Systermn.Uri” arguments should be used instead of strings

*TostringD" calls should not be redundant

A close curly brace should be Incated at the beainnina of a line

14

C# & Code Smell W bad-practice, misra
c# e Smel ¥ cert, cwe, misra

c# @ Code Smel

C# & CodeSmell % clumsy, finding

W convention

SHEL

14
Copyright(C) 2014-2020 CURVC Corp. All rights reserved



B SonarQube > Quality Gate sonarqube |

Quality Gate = 01 Z2|#| 0|44 8 2| = 87| HOoj 0| B2|0[440| B AR S X[7| 2 UEX| gHolst
£ 7|E S 2 YT quality GateS S 0227 0|Mo| FA| O 2E AWY & QlBLICh

Quality Gate

Security Rating on New Reliability Rating on Coverage on New Duplicated Lines on
0 Code o Mew Code U O% Code ?6 D% Mew Code ()
s worse than A se than A s less than 80.0% is greater than 3.0%

Quality Gates Sonar way | Built-in

Quality Gate w/o Coverage and Dups

SonarSource way m

SonarSource way - Champions League

Conditions

Only project measures are checked against thresholds. Sub-projects, directories and files are ignored.

SonarSource way - Without Coverage Metric Over Leak Period  Operator Warning  Error

SEITIT Y EET Coverage on New Code Always 15 less than 80.0%

Sonar way (outdated copy) Duplicated Lines on New Code (%) Always is greater than 3.0%
Maintainability Rating on New Code Always is worse than A
Reliability Rating on New Code Always is worse than A
Security Rating on New Code Always is worse than A

15
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] SonarQube > Rating Model sonarqube

Bugs Vulnerabilities

18 ® 8 9 SeverityO| [IF2f S5 HA
“ennst’ . A _ O
& Bugs 0 Vulnerabilities * B=1 O] & 2| Minor ZXH Al
« C=10|XM9| Major =X} Al
o D=1 0|29 critical =X Al
e E=10|429| Blocker =XH A

Code Smells
749 660

ebr Al 2= Rating O 2t S & FEA e

e A=5% 0|5}

* B=6710%

e C=11~20%
e D=21%50%
e E=50%"~

= 3H| & /MEHIE
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B SonarQube > The Water Leak Paradigm

Ccurvc

=2 22| E flof MY E= H2YE2 FAEta
M= AS 2E|oti BiE S HA0H7| Tof| Z0| M=
Quality Gate ©

Bugs [#| Vulnerabilities | £ |

4€ 119
tBugs

© Vulnerabilities

Code Smells [£ ]

67d9@

Debt

2.6k

& Code Smells

Coverage @

O 90.1% 18k

Unit Tests

17

sonarQube\\\

Leak Period: since 7.1.1-SNAPSHOT

started 2 months ago
© New Vulnerabilities

# New Bugs

20 @

New Debt

58

@ New Code Smelis

87.4%

Coverage on
5.3K New Lines to Cover

L R ——

17
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B SonarQube > Project Issues sonarqube |

|El
i

Project2| Issues H|O| X| = ZEME 0| EXSt= O|fr =2 EHESL|CH INLXI=2 RO A S EHEl

A= S SF A AL
M E 0|2 golY 4 ULt

sonarqube Projects  Portfolios Issues Rules Quality Profiles  Quality Gates Search for projects, sub-projects and files... Log in

=) GitHub API for Java § master © June 11,2018, 438 PM Version 1.93-SNAPSHOT
Overview  Issues  Measures Code  Activity

Filters T | | toselectissues | — | — |tonavigate t} 1/ 686 issues

Display Mode src/main/java/org/kohsuke/github/AbuselimitHandler java

| Lz St Rename field "WAIT" to prevent any misunderstanding/clash with method "wait” defined in superclass 2yearsago v 136 %

“java.lang.Object”.

v Type
ek & Code Smell @ Blocker O Open Not assigned 10min effort W confusing
& Bug 18
B Vulnerability 8 Use a different name than "_". 2yearsago ¥ L41 %
& Code Smell 660 & Code Smell @ Blocker O Open Not assigned 5min effort W obsolete, pitfall
Vv Severity Either re-interrupt this method or rethrow the "InterruptedException”. 2yearsago ¥ L41 %
© Blocker 6 Minor 387 & Bug @ Major O Open Not assigned 15min effort W cwe, multi-threading
@ Critical 30 O Info 86
@ Mai . Cast one of the operands of this multiplication operation to a “long”. 2yearsago v 148 %
ajor 77 .
& Bug Minor © Open Mot assigned 5Smin effort W cert, cwe, misra, overflow, sans-top25-ri...

> Resolution
src/main/java/org/kohsuke/github/DeleteToken, java

7 states Make delete_token a static final constant or non-public and provide accessors if needed. Syearsago v 134 %
> Creation Date o Vulnerability Minor © Open Not assigned 10min effort W cwe
> Rule
Rename this field "delete_token” to match the regular expression ' " [a-z][a-zA-Z0-9]*%". 8years ago ¥ L34 %
VL & Code Smell Minor O Open Not assigned 2min effort W convention
convention 268
cert 165 src/main/java/org/kohsuke/github/Enforcementlevel java
obsolete 161 Add the missing @deprecated Javadoc tag. 2yearsago ¥ L11 %
misra =25 & Code Smell Major O Open Not assigned 5min effort W bad-practice, obsolete

18
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B SonarQube > Issues

SonarQube= Of 24 £ X[ Of| A 2 A =

T obEL o

sonarqube Projects  Portfolios

—

src/.../sonar/javascript/se/symbolickxecution...

194 / 17,556 issues ()

Refactor this method to reduce its
Cognitive Complexity from 16 to the
15 allowed.

& Code Smell

(1] 1]
o
(6] 1]
B
9] +2 (incl 1 for nesting) |
(0] +1]

Critical +10

Take the required action to fix the issue
indicated by this comment.

& Code Smell @ Major

vascript/se/points/BinaryProgramPoi...
Remove this use of "getStack”; it is
deprecated.

& Code Smell Minor

Do not forget to remove this
deprecated code someday.

& Code Smell @ Info

Do not forget to remove this
deprecated code someday.

& Code Smell @ Info

Ccurvc

SonarlS

2au
251
252
253
254
255
256
257
258
259

[
)
=

o

RORa R ORD RS R R R ORI R
@ @ @
@ B 60 = o B R

N N - ea]

]
SOV N R

285

Quality Profiles

SonarQube JavaScript = Fronte...

Ll LU,

elena..

elena..

elena..
pierr..
vilch..

pierr..

pierr..
vilch

pierr..
elena..

pierr..

sonarQube\\\

A HiEAo]d

Ot
2
o
o
4

ects and files... Log in

Q, Search for projects, sub

Quality Gates

SymbolicExecution.java alt |+ 1 ! | to navigate issue locations

PANEa UPLLUNGLAT UG aiiata LE S SAELULLIUIINESULL — pPIrUgraiif ULIL . EASLU LE | LUl TRIILILaLE ),
if (executionResult.isPresent()) {

currentState = executionResult.get();

} Belse {
stopExploring = true;

break;

if (element instanceof ExpressionTree [[JJ&& !element.is(Kind.CLASS DECLARATION)) {

currentState = currentState.execute((ExpressionTree) element);

currentState = executelssignment(currentState, element);

afterBlockElement(currentState, element);

+2 (incl 1 for nesting)

n if (isProducingUnconsumedValue(element)) {
currentState = currentState.clearStack(element);

checkForImplicitReturn(block);

mif (!stopExploring) 1
handleSuccessors(block, currentState);

private ProgramState executeAssignment(ProgramState state, Tree element) {

ProgramState currentState = state;

if (element.is(KindSet.ASSIGNMENT_KINDS)) {
AssignmentExpressionTree assignment = (AssignmentExpressionTree) element;

currentState = assignment(currentState, assignment.variable());

} else if (element.is(Kind.INITIALIZED BINDING ELEMENT)) {

19
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] SonarQube > Issues sonarqube

rQube ZAE Ol MM QI FE S MSeL T Ol 0 CHot 31 e/ 2R & o2t 2 E

sonarqube Projects  Portfolios Issues Rules Quality Profiles  Quality Gates [2 Q. search for projects, sub-projects and files Log in

= GitHub API for Java { master @ June 11,2018, 4:38 PM Version 1.93-SNAPSHOT

Return values should not be ignored when they contain the operation status code

/4

' Return values should not be ignored when they contain the operation status code squid:s899 % ‘I
: ] Vulnerability Minor @ Main sources W cert, cwe, error-handling, misra  Available Since 05/12/2016  SonarAnalyzer (Java) Constant/issue: 15min :
| 1
I When the return value of a function call contain the operation status code, this value should be tested to make sure the operation completed successfully. :
|

| This rule raises an issue when the return values of the following are ignored: |
| 1
1 * java.io.File operations that return a status code (except mkdirs ) ]
1 * Iterator.haslext() 1
| *  Enumeration.hasMoreElements() I
i ® |ock.trylLock() :
: * non-void Condition.await* methods 1
\ * (CountDownLatch.await(long, TimeUnit) )|

\ *  Semaphore.tryAcquire V4
N 7’

Ry S TS ST VTG & -1 4 —————

™ T

Noncompliant Code Example

file.delete(); // Noncompliant
/...

|
: public void doSomething(File file, Lock lock) {
|
i lock.trylock(); // Noncompliant

- o . ...

/

™ S S S ey,

\i—————————————————————————————————————————————————————————————_

Compliant Solution

public void doSomething(File file, Lock lock) {
if (!lock.trylock()) {
// lock failed; take appropriate action

}

N e e S e i S S B SN BN NN BN BN BN NN BN NN SN BN BN BN SN BN SN BN SN BN SN BN SN BN SN NN BN BN SN NN SN NN BN NN BN NN BN SN BN BN BN BN BN BN BN BN BN S

20
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J SonarQube > Metric 1/3

sonarQube\\\

SonarQube 2| Measure | A = Reliability, Security, Maintainability, Tests, Duplications, Complexity, Size, Issues

S Lt Metrics 2ot S804 L& LICE

Reliability

Name Description
Bugs M
New Bugs ME2Z HI

Reliability Rating

A=0H1

B=1 0|42 Minor H{1
C=1 O| 42| Major H{1
D =1 O] &F 2] Critical H{1
E=1 0|2 Blocker H 1

Reliability
remediation effort

B 0|78 s=8ot=H 28
El= AlZHE TRl M)

Reliability
remediation effort
on new code

MZ2 IAEHAM HI 0|+ S
o= 225 = Al

Ccurvc
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Security
Name Description
Vulnerabilities Elel s R

New Vulnerabilities

Security Rating

B =1 0] &2| Minor F 2
C =1 02| Major F| 2
D =1 O] &9 critical F g
E =1 0|42 Blocker 3

Security
remediation effort

|9 0|2 2Bt 4

RE= AZHE TR HE)

Security
remediation effort
on new code

MZ2 ZE0AM F%d Ol
£ T80t 28k = Al
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) SonarQube > Metric 2/3

sonarQube\\\

SonarQube 2| Measure Of| A| = Reliability, Security, Maintainability, Tests, Duplications, Complexity, Size, Issues

S Lt Metrics 2ot S804 L& LICE

Maintainability
Name Description
Code Smells I AW
New Code Smells MELIC AU
Maintainability A =5% O[5}
Rating B =6~10%
C=11~20%
D =21~50%
E =50%"~

Technical Debt

T2 Ol & = 8ot=0|
A28 E= AZHE B ME)

Technical Debt on
new code

ME2 ZEO0AM FX| 2= 0]
75 TYo=H 225 = Al

on new code

Technical Debt Ratio | =8 HIE& /& H|E
TESH=/E HE 20062

Technical Debt Ratio | AHE=2 ZE0| A Technical
Debt Ratio

Ccurvc
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Tests

Name

Description

Condition Coverage

Condition coverage = (CT + CF) /

(2*B)

Coverage Coverage = (CT + CF + LC)/(2*B +
EL)

Line Coverage Line coverage = LC/ EL

Unit tests CHRIHAE £
CHO| HAE 28 A|ZH

Unit test duration

Unit test errors

Unit test failures

Unit test success
density(%)

A HB UE

tests - (Unit test

errors + Unit test failures))

/ Unit tests * 10

= (Unit

0

22
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) SonarQube > Metric 2/3

sonarQube\\\

SonarQube 2| Measure Of| A| = Reliability, Security, Maintainability, Tests, Duplications, Complexity, Size, Issues

S LHet MetricE 2|t 5ot L& LT

AN H

sonarqube

Projects Portfolios  Issues Rules Quality Profiles

Quality Gates

Log in

1 SonarQube Analyzer Commons Par... { master~

verview ssues Measures  Code ctivity
o} I M Code  Activity
o T N ey,

N\ -

¢4 ~ Coverage

' | Overview P |

SonarQube Analyzer Commons Par...

On new code
} Coverage Overview

A
1
| |
| |
1 Coverage 97.5% |
|
: Lines to Cover 226 I
1 Uncovered Lines 71
: Line Coverage 96.9% :
1 Conditions to Cover a8 |
| Uncovered Conditions 1 : 20.0%
|
1 Condition Coverage 98.9% |
1 Overall 1
1
: Coverage 94.0% i 40.0%
1 Lines to Cover 1181 | o
o
: Uncovered Lines 54 : :
]
1 Line Coverage 95.4% || vl
| Conditions to Cover 482 :
|
ncovered Conditions 45
1 U d Conditi i
N
1 Condition Coverage 907% | )
: Tests : 80.0%
1 Unit Tests 13 |l
1 Errors 0 1
| 1
1 Failures 0o |
| Skipped 0 I
1
i :
\ Success 00% g
\\ Duration 9’

-

Ccurvc

July 2, 2018, 6:26 PM Version 1.8-SNAPSHOT

87 / 87 files

Size: Uncovered Lines

100%

Cyclomatic Complexity

23
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B SonarQube > Metric 3/3 sonarqube \

SonarQube 2| Measure Of| A| = Reliability, Security, Maintainability, Tests, Duplications, Complexity, Size, Issues
S LYot MetricE 825t 75t UL O

Size Complexity
Name Description Name Description
Classes =20l Complexity IAEO R 5 7| E A
AME SEHE
i N T =
Comment lines T 224 M T Cognitive O Zo 2xc =5y
Comments (%) FM A -FH F/(REZF Complexity
+ 34 F) * 100
Directories ClHEe = Duplications
Files ol Name Description
Lines A 2l Duplicated blocks SEE 2 28
Lines of code = X7} SHLEO| & ZekEl 2| Duplicated files =& O
A etel 5=
) St~ ~ Duplicated lines S=E 2ol
Functions =T T
= i ines(% = 2 =35 2t/ 2tel
Statements R Duplicated lines(%) z = 150 £ tel /2t

24
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) SonarQube > Metric 3/3

sonarQube\\\

SonarQube 2| MesureOf| A{-= Reliability, Security, Maintainability, Tests, Duplications, Complexity, Size, Issuess
CIFot MetricS ‘325t 75t =L L

sonarqube Projects  Portfolios

Issues

Rules

Quality Profiles  Quality Gates

Q, Search for projects, sub-prajects and files... Log in

1 SonarQube :: SourceGraph Viewe... §
Overview Issues  Measures  Code  Activity
s T ey,
4 N
) ) \
Project Overview 1
- I
> Reliability 1
. |
> Security I
> Maintainability :
> Coverage :
? Duplications |
P
|
v Size 1
New Lines 1 :
| Lines of Code 1680 | 1
Lines 2,880 :
Statements 738 |
Functions 166 :
Classes 27 1
Files 2 1
Directories 9 :
Comment Lines 60 |
Comments (%) 3.4% :
. |
> Complexity I
> lIssues 1
|
|
U
4
~ 4

-

master ©

Sona

Lines

-] sr¢/main/java/org

| src/mainfjava,

| src/main/fjava/o

rQube :: SourceGraph Viewe.. = ~

of Code 1,680

=~

| src/main/resources/public/lib/viewer/js/viewer.js

| src/main/java/org/sonar/java/se/EGDotNode.java

arfjava/viewer/Viewer.java

) sr¢/main/java/org/sonarfjava/cfg/CFGPrinte rjava
| src/main/java/org/sonar/java/cfg/CFGDotGraph.java

-] src/main/java/org/sonar/java/viewer/D otGraph.java

/sonar/java/ast/ASTDotGraph java

| src/main/resources/public/lib/viewer/css/style.css
-] src/main/java/org/sonar/java/se/EGDotGraph.java
) src/main/java/org/sonar/fjava/se/EGDotEdge.java

| src/main/java/o /sonar/java/se/dio/SvWithConstraintsDto.java

-] src/main/java/org/sonar/java/se/dto/SvWithSymbolDto.java

25

/sonar/java/se/dto/NodeDetailsWithYieldDto java

June 28, 2018, 9:53 PM Version 1.1.0-SNAPSHOT

1 |to select files — | = |to navigate 1/ 25 files

Leak Period: since 1.0.0-SNAPSHOT

477
173
168
159
104

99

20
a8
66
36
30

17

25
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B SonarQube > Code

sonarQube\\\

SonarQube2| Project CodeO| A= & 720 82 St= 2 =2| LOC, Bugs, Vulnerabilities, Code Smells,
Coverage, Duplication= 2Qleh o= Q& LI,

Ccurvc

sonarqube

Projects Portfolios

~1 GitHub API for Java § master

Overview

X

i A A e e A JE e e e e e fE W e e e

Issues  Measures Co_de

=| GHTreeBuilder.java

=| GHTreeEntry.java

=] GHUser.java

=| GHUserSearchBuilder.java
=] GHVerifiedKey.java

=| GitHub.java

=| GitHubBuilder.java

=| GitUser.java

=] HttpConnector.java

=| HttpException.java

=| JsonRateLimit.java

=| MarkdownMode.java

=| Pagedliterable.java

=| PagedIterator.java

=| PagedSearchlterable.java
=| Preview.java

=| Previews.java

=| RatelimitHandler.java

=| Reactable.java

Is

©

sues

Activity

Rules

Quality Profiles

Quality Gates

57

45

44

w

w0

26

0

[ts]

4

38 PM

0.0%

0.0%

17.4%

26.6%

54.9%

25.0%

75.0%

0.0%

0.0%

0.0%

0.0%

21.4%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%

0.0%
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J] SonarQube > Activity sonarqube |

SonarQube®| Project Activity= SonarQube =7 X|EO| ETHE E 20l 4~ JEL|CH 7| 2H O Z |ssues,
Coverage, Duplications 20| FH, Custom= Sl S8t 2= 40| ERMEE 2ol 4~ Q&L LY,

sonarqube Projects Portfolios Issues Rules Quality Profiles Quality Gates

=) SonarSource :: Language Recogn... | master © October 3, 2017, 9:01 PM Version 1.23-SNAPSHOT
Overview  Issues  Measures Code  Activity

Filter events... v Jul 10, 2016 X to End Date

1.23-SNAPSHOT Issues N

QOctober 3, 2017

== Bugs == Code Smells == Vulnerabilities
9:01 PM O < Version: 1.23-SNAPSHOT 500
8:56 PM O
October 3, 2017, 8:18 PM
1.22-SNAPSHOT 400 - 12 @ Bugs
October 3, 2017 = 245 @) CodeSmells
- 0 o Vulnerabilities
8:18PM O Quality Profile: Changes in "Default - 300
SonarSource conventions' (Java) Events: O
<> Version: 1.22-SNAPSHOT s ]
200
1.22
June 2, 2017
100
2:16 AM O < Quality Gate: Green (was Red)
<> Version: 1.22
0
May 24, 2017 October 2017 April July
10:45PM O Quality Profile: Changes in "Default -
SonarSource conventions' (Java)
e |

27
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) SonarQube > Branch analysis

Branch 7|8t 2 7| &= LA SonarQubeOf| Al Short-lived 2t Long-lived 2
UL CHLPEEO| EFE 2 E

AN H —

sonarqube Projects  Portfolios  Issues

= slang  § master~

Q |Sea\:h for branches...

['} 115 - SONARSLANG-20 Add cyclomatic comple...

—

-

o

), 122 - SONARSLANG-24 Reduce FP rate on 5108

-

0 09 00 00 o0 00 0 0D 0D P

N

Debt

Coverage

92.8%

Coverage

Duplications

S MM

Ccurvc

I“, 116 — SONARSLANG-56 Rule: Comments should...
", 117 — SONARSLANG-50 Rule: Class names shoul...
1 118 - Rule: Control-flow statements not nested ...
), 119 - SONARSLANG-59 Rule: Track lack of copy...
1 120 - SONARSLANG-44 Update rule messages ...

121 - SONARSLANG-60 Rule: Unused “private” ...

1 123 - SONARSLANG-63 Rule: Cognitive Comple...
1 124 - SONARSLANG-70 Fix missing element in ...
], 125 - SONARSLANG-62 DO NOT MERGE: exclu...
), 126 - SONARSLANG-18 Compute "cognitive_co...

1 81— Reduce plugin size by not using KotlinCore...

Rules

Quality Profiles

S| & Ol A ||},

OtO| masterE merge® T UG

Quality Gates

0e A
oe
0e
0e Leak Period: since previous version
0e started 24 days ago
ot () A
0e 0 0
oe — 8 New Vulnerabilities
1@ Quality Gate: Failed with 4 errors
0e
0e
0e
0e
20 2h® 10
@ code Smells New Debt & New Code Smells

231

Unit Tests

93.6%

Coverage on
1.5k New Lines to Cover

N 0L

[208 Q. search for projects, sub-projects and files

sonarQube\\\

Log in

July 2, 2018, 6:28 PM Version 1.0-SNAPSHOT

About This Project

Parent pom of SonarSource public projects

W No tags

o 5.1k Java

Lines of Code

Project Activity

j—"’—’\ﬂ

July 2, 2018
1.0-SNAPSHOT

July 2, 2018

Project Analyzed

July 2, 2018
Project Analyzed

Show More

Quality Gate

(Default) SonarSource way

Quality Profiles

Developer Edition

(Java) Default - ¢

28
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B SonarQube > Portfolios 1/2 sonarqube

SonarQube PortfoliosE Soll Bl T2 M| EEHE Al HEQ| ZEER|QE S = JUSLICHL EE
7|0|EZ Mi}st T2 M E O| H|- 82 Releaseability2 EA|EL|C}H 0|2 E8f 22| =2 AHS £ AUSL|CH

sonarqube Projects  Portfolios Issues  Rules Quality Profiles  Quality Gates j , -proj iles... Log in

B Productivy Team 8.3k Lines of Code, 4 Projects
Releasability Reliability Security Maintainability
was 21 days ago I was 4 months ago was (&) last year has always been 0
1 project(s) failed 1 project in 1 project in

22 Rainbow Team 181k Lines of Code, 13 Projects
Releasability Reliability Security Maintainability
was () 10 months ago was 5 months ago was @) 2 years ago has always been @

28 Scanner Team 62k Lines of Code, 14 Projects
Releasability Reliability Security Maintainability
was 2} 4 months ago was 5 months ago was Q 2 years ago has always been Q
2 project(s) failed 1 project in 2 projects in

[% Shared 30k Lines of Code, 8 Projects
Releasability Reliability Security Maintainability
was ) last month was last month was Q 2 years ago has always been @

1 project in @

pp— Enterprise Edition

29
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J SonarQube > Portfolios 2/2

sonarqube

Portfolios  Issues Rules Quality Profiles  Quality Gates

s Platform Team

Overview  Issues  Measures  Projects  Activity

Reliability Security

Releasability

was o last month

was {z) 8 months ago waso 2 years ago

1 project 3 project(s) in 1 project(s) in@

Releasability Reliability Security
= GitHub Authentication for Passed e
SonarQube
5 Microsoft Authentication for Passed
SonarCloud

(51 Sonar = Update Center Passed e

(1 sonar-classloader Passed

1 SonarQube Failed

00900 © O

(1 SonarQube :: Packaging Maven Passed o

Ccurvc 30

Maintainability

Maintainability

o000 0 0

has always been e

Lines of Code

sonarQube\\\

July 2, 2018, 8:54 PM

About This Portfolio
9 328k

Projects Lines of Code

Java I 230k
TypeScript I 63k
JavaScript I 20k

CSs B 10k

Activity

'L_\ June 3, 2018

- 7 Bugs
== 2.7k Code Smells
11 Vulnerabilities

Executive Report

You can print the main information from this
page into a PDF file.

Print as PDF

Enterprise Edition

30
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] SonarQube > Integration sonarqube

SonarQubet 27| = Build Systems, Cl Engine, IDEQ} E2t= M| -&5}H, SonarQube 2| Web API2} Web Hook

= Soff Jot= A|l2EDe| S8t s e + ASLICH

- HZE YL A= JEHGH SEEO Zero- o ZHE A2E 2 SE2 A AXLE HA S
Co fguratlon% N (ESg=iginy =g olojghL ct

«  Maven, MSBuild, Gradle, ANTQt Z2 217|RU= «  Bamboo, Travis Cl, Jenkins, AppVeyor, Team
Qe A|AHD 2N é% oF7tol Moz & Foundation Server, TeamCity2t &2 Ctefet C
E’“'EE i E A A7 = USL|CE AZIOAN HZE TS =2 SonarQubeE A

= AF L L}

IDES} S Web API2} Web Hook

« W Xt= XHAO| EHO5t= IDEOAM ZE FEO| +  SonarQube?| & APIE At23}0§ SonarQubeE
Ciot mjetls AS = ASL(CH ArsX ez T2 H|X JotA Lt BIO| &5t= O O]

HE M3StAHL 2L HE & = JASL[CH
« SonarLint= O|2 &2, Intelli J, H|IFY AELC|I2
| q

HZFY AELC|Q FE AtomIt 22 IDEO|A A « HZT ¢ Z(Webhook) HFHL|ES ARSI R E
AMZte 2 FE FSHOf| st D=2 K|S ehL| Lt Hii 242 2 A|AHI YEZ e = UG
L|C}.

31
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] SonarQube > Integration sonarqube |

712l 2 Atlassian Bitbucket, Bamboo2| Continuous Integration2} & 8 &l SonarQube 7t B2 HO{F
LTt
=] .

2
) 0jo

)
sonarqQube
o bd
! ' I ! 5. Pull Request 6. Code Inspection -

4.
Static

Developer analysis
result

[ ]
3. Build verification & Unit test

\ 4
A

1. Push changes to dev branch

9 Bitbucket

Reviewer

. °
- C 7. Code Review & Code Merge 2. Trigger build

v

JiBamboo

32
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J SonarQube > Marketplace

SonarQube2| MarketplaceZS S5l
=

dXg = A2, o] 2t

sonarqube

sonarQube\\\

#3Ed

Z=™E M% . A|R2E- Z=ME.

OtA =2 0] &
ME2 7552 BosT SATAR

Comes with suppart for 9 pregramming
languages, numerous plugins, integration with
DevOps tool chains, and ability to connect to
SonarlLint in the IDE.

R EE]

Community Edition

Q zy

oo JEERES]

3D Code Metrics

Displays 3D view of your source code as a city

AEM Rules for SonarQube

Adds rules for AEM Java development

Android

Provide the ability to import Android Lint reports

Apiges

Adds XML rules test Apiges apiproxies.

Azure Active Directory (AAD) Authentication Plug-
in for SenarQube

Enables Azure Active Directory (AAD) users to
automatically be sign up (a login is created if they
don't have one already) and authenticated on a

Commrfiiben emmene

Ccurvc

VBN

DA S8 0] 2

Developer Edition

Community Edition + branch analysis,
Sonarlint push notifications, and 16

Enterprise Edition

Developer Edition + portfolio management,
executive reporting, parallel processing of
analysis reports and 20 languages.

Data Center Edition

Enterprise Edition + compenent redundancy
and data integrity.

languages.
SIHOE

EHE7|

HHE?|

Internal bugfix release

Compatibility with SonarJava 4.10
0] E22{2S E#|oHE CHE 22112 E M X EUh
SonarJava

This plugin has been renamed "Android Lint" to prevent any
misunderstanding about its purpose: an Android project can be
analysed with the standard SonarQube Java plugin and this plugin
just allows to import Android Lint reports if needed. This new version
provides a default sgale mapping for the Android Lint rules and the
ability to automatically execute lint has been dropped.

0] 2B 12US L|oHE O S8 E M X EUh
Sonarlava

EEXN ~dd new rule to improve the detection of unattached resources

EE nitial release

33

S0 E HHET| A 0E

EH0IE ol F=H7|
Commercial(2)2 20|42 2
excentia0|(7h) 7HE =

2 EmET

ZHolx ol =%

The Apache Software License, Version 2.0(...
Cognifide Limited0|(7H 7H& &

EHo|x ol 27|
GNU LGPL 3(2)Z 2to|Hd~ E
SonarSource and Jerome Van Der Linden,

Stephane Nicolas, Florian Roncari, Thamas
BoresO|(7H) FTHEE

Bhol® olf =F7|

Apache License, Version 2.0{2)2 2L0|M...

Nicolas Tisserand for Crédit Mutuel Arkéa0l

chAgs

E5oln ol F%7|

Visual Studio ALM RangersO|(7H 7HEE

33
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B SonarQube Edition & Event

sonarQube\\\

SonarQubeOf| ZHAUC A D= Z2Of| A H7HE 2t0| M A E K|S T L Lt

P!

Community
Edition
85,000 S[AfOfA] ALEF
v" SonarQube & 60+
Z2{a¢l

Sonarlint
15 Languages

AN

AN NN

<

4

Developer
Edition

NS £/3t I

Community Z 2}
CEE
SonarLint & &l

22 Languages

i o

StLre| HIAE H

Enterprise
Edition

HE[EZCfo[=Z Pof

Developer 2 2}
ZTEZEZ| R g
Executive 2| Z &l
27 Languages

AN NI NN

<

H=2771= X &

(R

ESH30MEH)

2,1002H £ E

v

S

Data Center
Edition

Enterprise 2 2F
HAZHE
ool &

iy o

A

371el =7HH el 2t
O| M A

13,5002 S E

2t 2 M &| @ 2 M E O] |0C(Line Of Code) S & AHSH0] A At

34
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. aArghL ot sonarQube\\\

Thank you!

Contact
curvc@curvc.com
02-6245-5478

35
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] SonarQube Price sonarqube

HAH| code Line== SonarQubel| 7}Z7d*H40| tH A=l L|C}, crel (9)
Developer Edition Enterprise Edition Datacenter Edition

100K 250,000 1M 24,000,000 20M 150,000,000
250K 1,350,000 5M 38,000,000 50M 225,000,000
500K 2,700,900 10M 56,250,000 75M 300,000,000
1M 4,500,000 20M 75,000,000 100M 375,000,000
2M 9,000,000 30M 112,500,000 250M 600,000,000
5M 26,250,000 50M 135,000,000 500M 900,000,000
10M 54,000,000 75M 187,500,000
20M 75,000,000 100M 270,000,000

0| met s 7tH 2 Xto] 7t 2 o ASLICH ox| 7HH 2 B & 7FA YLt

[
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B SonarCFamily for C/C++

sonarQube\\\

C++ C

Rules 316 Rules 226
Bugs 69 Bugs 56
Code Smells 245 Code Smells 168
Vulnerabilities 2 Vulnerabilities 2
CWE 27 CWE 26
SANS Top 25 2 SANS Top 25 2
MISRA 119 MISRA 111
CERT 89 CERT 69
* Memory Leak *  Memory Leak

 Dead Code  Dead Code

* Logic Flow Error * Logic Flow Error

* Dereference of Null Pointers * Dereference of Null Pointers
* Coding Conventions * Coding Conventions

* Error Handling * Error Handling

Ccurvc
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B SonarCFamily for C/C++ sonarqube

e Supported Compilers, Language Standards and Operating Systems
* Any version of Clang, GCC and Microsoft C/C++ compilers
e Any version of Intel compiler for Linux and OS X
« ARMS5 and ARM6 compilers

e Compilers based wholly on GCC including for instance Linaro GCC and WindRiver
GCC are also supported

* (89, C99, C11, C++03, C++11 and C++14 standards

* Microsoft Component Extensions for runtime platforms : C++/CLI and C++/CX
* GNU extensions

* Microsoft Windows, Linux and Mac OS X for runtime environment

* Metrics

* Code coverage by tests: SonarCFamily for C/C++ support the import of MS visual
studio and GCOV coverage reports along with the import of CPP unit report.

e Custom Rules
* SonarCFamily for C/C++ doesn’t yet provide the ability to write custom rules.

* CWE compatibility
* SonarCFamily for C/C++ is officially registered as CWE compatible.
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